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Statistics

Growth É 200 million active users
04.07: 20m, 10.07: 50m, 09.08: 100m

É 100 million users log on/day
Users É Average user has 120 friends on the site

É 3.5 billion minutes/day are spent
É 20 million users their statuses daily

Apps É 850 million photos uploaded/month
É 8 million videos uploaded/ month

I18n É 40 translations, 50 in development
É 70% of users outside the United States

Platform É 660k developers; 52k applications
É 5k apps have 10k active users/month

See http://www.facebook.com/

press/info.php?statistics

http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
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It’s about the privacy...



Facebook Security Timeline Sampler

03.2005 personal data freely downloadable

09.2006 move to open-door; News Feed aggregation
05.2007 introduction of Facebook/f8 app platform
06.2007 privacy settings & search inconsistency
08.2007 PHP source spontaneously appears on site
09.2007 public seach listings made available
11.2007 Beacon Social Ads publish purchase details
02.2008 profile deletion policy relaxed
03.2008 URL guessing can download private photos
05.2008 BBC points out malicious apps vulnerability
08.2008 session stealing via scripting vulnerability

02-04.2009 Ts&Cs controversy, “Democracy Theatre”

http://www.lightbluetouchpaper.org/2009/04/17/the-curtain-opens-on-facebooks-democracy-theatre/
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Social Phishing



Risky friends

É 87 of the 200 Facebook users contacted responded
to Freddi, a plastic green frog.

É 82 (41%) leaked personal information
É “Curiously [...] very few wanted to engage in casual
poking, suggesting that [...] Facebook users are
primarily interested in commitment and friendship”

É See: Sophos Security Thread Report 2009.

http://www.sophos.com/sophos/docs/eng/marketing_material/sophos-security-threat-report-jan-2009-na.pdf


Identity theft scams

Name: Brian Rutberg
Location: Seattle
Employer: Microsoft
Status:
BRYAN IS IN URGENT NEED OF HELP!!!

É Rutberg was locked out of his Facebook account

É His friends received e-mail saying he had been robbed at
gunpoint while traveling in the UK

É No way to reach Facebook

É Wanted to put a message on his wife’s wall but she had
been de-friended

É No out-of-Facebook way to contact many friends

É One sent $1,200 to a Western Union branch in London
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Chatting with scammers

See http://redtape.msnbc.com/2009/01/post-1.html

http://redtape.msnbc.com/2009/01/post-1.html
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Identity and Authentication



Shared personal data

Challenge Questions rely on personal “private”
information that is easily remembered.

Unfortunately it may be easily guessed:

É There is gradual erosion of personal data.
Obtained knowledge increases over time.

A. Rabkin. Personal knowledge questions for fallback authentication:

Security questions in the era of Facebook. SOUPS 2008.

É User chosen questions increase the space of
available data points: users can choose information
not otherwise revealed. (But mostly they don’t).

M. Just and D. Aspinall. Choosing Better Challenge Questions. SOUPS

2009.
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From Passfaces to Face/Auth

É Idea: can combine several
orthogonal weak
mechanisms to try to
increase security.

É Risky idea: exploit aspects of
Facebook data itself in usable
ways.

The idea of "Face/Auth" is to implement a Facebook
application which can be used to conduct
authentication experiments with users to try out
and compare different novel user-friendly
authentication mechanisms.

MSc project, School of Informatics, 2009.



Social authentication

Schecter, Egelman and Reeder. It’s Not What You Know, But Who You Know.

A social approach to last-resort authentication. CHI 2009.
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Exposing the network



Mike’s friends



Phil’s friends



Approximating social graphs

Joseph Bonneau, J. Anderson, R. Anderson, F. Stajano. Eight Friends Are

Enough: Social Graph Approximation via Public Listings SNS 2009.
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Recommendations

See www.allfacebook.com

See www.sophos.com

http://www.allfacebook.com/2009/02/facebook-privacy/
http://www.sophos.com/security/best-practice/facebook.html


Schneier on Privacy

I certainly don’t believe that my SMSes, any of
my telephone data, or anything I say on
LiveJournal or Facebook – regardless of the
privacy settings – is private.

Bruce Schneier, Wired, 26.03.09

http://www.wired.com/politics/security/commentary/securitymatters/2009/03/securitymatters_0326

