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Software Distribution 
and Repositories

PPPPaaaauuuullll    AAAAnnnnddddeeeerrrrssssoooonnnn

DDDDeeeeppppaaaarrrrttttmmmmeeeennnntttt    ooooffff    CCCCoooommmmppppuuuutttteeeerrrr    SSSScccciiiieeeennnncccceeee

UUUUnnnniiiivvvveeeerrrrssssiiiittttyyyy    ooooffff    EEEEddddiiiinnnnbbbbuuuurrrrgggghhhh

ppppaaaauuuullll@@@@ddddccccssss....eeeedddd....aaaacccc....uuuukkkk



✐ A package is any collection of software or data which is normally 
installed on a machine as a single unit. Configuration of a package 
may involve setting pathnames and other variables appropriately 
for the local site, application of patches, local modifications, and 
compilation from source.

✐ “Maintained centrally” means that only one “master” copy of each 
package is stored, rather than having multiple variants of the same  
package, supported by different people. This does not imply that 
all packages are maintained by the same person, or even stored in 
the same physical  location.

✐ There is probably no one ideal solution to the problem. We will 
discuss some implementations which are intended to illustrate the 
variety of approaches and trade-offs available, rather than 
present the “best” practical system. Together with the 
references, this provides a basis for evaluating, selecting, or 
designing a suitable implementation for a particular site.

✐ Only Unix-based implementations are discussed, and commercial 
products (g. TME) are not considered.
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Introduction

● IIIInnnn    aaaa    llllaaaarrrrggggeeee    ssssiiiitttteeee,,,,    iiiitttt    iiiissss    uuuusssseeeeffffuuuullll    ttttoooo    hhhhaaaavvvveeee    aaaa    ssssiiiinnnngggglllleeee    
mmmmaaaasssstttteeeerrrr    ccccooooppppyyyy    ooooffff    eeeeaaaacccchhhh    aaaapppppppplllliiiiccccaaaattttiiiioooonnnn    ppppaaaacccckkkkaaaaggggeeee    wwwwhhhhiiiicccchhhh    
iiiissss    ccccoooonnnnffffiiiigggguuuurrrreeeedddd    aaaannnndddd    mmmmaaaaiiiinnnnttttaaaaiiiinnnneeeedddd    cccceeeennnnttttrrrraaaallllllllyyyy

● TTTThhhheeee    ppppaaaacccckkkkaaaaggggeeee    ccccaaaannnn    tttthhhheeeennnn    bbbbeeee    ssssuuuuppppppppoooorrrrtttteeeedddd    eeeeffffffffiiiicccciiiieeeennnnttttllllyyyy    
aaaannnndddd    aaaa    ccccoooonnnnssssiiiisssstttteeeennnntttt    vvvveeeerrrrssssiiiioooonnnn    ccccaaaannnn    bbbbeeee    ddddiiiissssttttrrrriiiibbbbuuuutttteeeedddd    ttttoooo    aaaallllllll    
llllooooccccaaaallll    uuuusssseeeerrrrssss

● TTTThhhhiiiissss    ttttaaaallllkkkk    ssssuuuurrrrvvvveeeeyyyyssss    aaaa    nnnnuuuummmmbbbbeeeerrrr    ooooffff    aaaapppppppprrrrooooaaaacccchhhheeeessss    ttttoooo    tttthhhheeee    
pppprrrroooobbbblllleeeemmmm    ooooffff    ssssttttoooorrrriiiinnnngggg,,,,    ddddiiiissssttttrrrriiiibbbbuuuuttttiiiinnnngggg    aaaannnndddd    uuuuppppddddaaaattttiiiinnnngggg    ssssuuuucccchhhh    
ppppaaaacccckkkkaaaaggggeeeessss



✐ Looking at the problems with traditional ways of supplying 
packages to network clients provides the motivation for a 
repository/distribution approach. It also identifies some 
properties that we would like an implementation to have.

✐ The organisation of the repository and the distribution of the 
software are often treated independently - it is even possible to 
have a repository which is not distributed. However, the 
characteristics of the repository affect the choice of any 
distribution mechanism and visa-versa.

T
H

E

 U N I V E R
S

I T
Y

O
F

 

E
D I N B U

R
G

H

SoftwareDistribution and Repositories: 3 Paul Anderson: 24/4/97

Overview

● PPPPaaaacccckkkkaaaaggggeeee    pppprrrroooovvvviiiissssiiiioooonnnn
➜ SSSSttttaaaannnnddddaaaalllloooonnnneeee,,,,    ffffiiiilllleeeesssseeeerrrrvvvveeeerrrrssss,,,,    ssssooooffffttttwwwwaaaarrrreeee    ddddiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn

● RRRReeeeppppoooossssiiiittttoooorrrryyyy    oooorrrrggggaaaannnniiiissssaaaattttiiiioooonnnn
➜ BBBByyyy    ddddiiiirrrreeeeccccttttoooorrrryyyy,,,,    bbbbyyyy    ppppaaaacccckkkkaaaaggggeeee,,,,    ssssppppeeeecccciiiiaaaallll    ffffoooorrrrmmmmaaaattttssss

● SSSSooooffffttttwwwwaaaarrrreeee    DDDDiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn
➜ DDDDiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn    mmmmeeeecccchhhhaaaannnniiiissssmmmmssss,,,,    PPPPrrrreeee----    aaaannnndddd    ppppoooosssstttt----    iiiinnnnssssttttaaaallllllllaaaattttiiiioooonnnn,,,,    

CCCCoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn,,,,    SSSSeeeeccccuuuurrrriiiittttyyyy

● AAAA    WWWWiiiisssshhhh    LLLLiiiisssstttt

● RRRReeeeffffeeeerrrreeeennnncccceeeessss



✐ This configuration is still common among small PC clusters. 
Considerable effort can be wasted by installing packages 
individually on each machine. This effort may be “hidden” if it is 
performed by the end-users themselves.

✐ The lack of consistency between machines is a problem in any 
situation where users need to use different machines: eg. a public 
laboratory. It also makes user-support more difficult.
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Packages on Clients

● PPPPaaaacccckkkkaaaaggggeeeessss    aaaarrrreeee    hhhheeeelllldddd    
llllooooccccaaaallllllllyyyy    oooonnnn    eeeeaaaacccchhhh    cccclllliiiieeeennnntttt

● NNNNoooo    gggguuuuaaaarrrraaaannnntttteeeeeeee    ooooffff    
ccccoooonnnnssssiiiisssstttteeeennnnccccyyyy    bbbbeeeettttwwwweeeeeeeennnn    
ssssyyyysssstttteeeemmmmssss

● TTTTiiiimmmmeeee----ccccoooonnnnssssuuuummmmiiiinnnngggg    ttttoooo    uuuuppppddddaaaatttteeee    
aaaannnndddd    iiiinnnnssssttttaaaallllllll

● PPPPeeeerrrr----cccclllliiiieeeennnntttt    ccccuuuussssttttoooommmmiiiissssaaaattttiiiioooonnnn    iiiissss    
eeeeaaaassssyyyy    ((((bbbbuuuutttt    nnnnooootttt    ppppeeeerrrr----uuuusssseeeerrrr))))



✐ This is a typical configuration for a small cluster, but performance 
and resilience considerations mean that it is not suitable for larger 
networks.

✐ Larger networks are often formed from a number of such clusters.  
Different servers frequently hold different sets of packages and 
there is a tendency for inter-cluster links to develop which 
considerably reduce the robustness of the system.
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Packages on a Fileserver

● AAAAllllllll    cccclllliiiieeeennnnttttssss    mmmmoooouuuunnnntttt    
ppppaaaacccckkkkaaaaggggeeeessss    ffffrrrroooommmm    aaaa    ssssiiiinnnngggglllleeee    
ffffiiiilllleeeesssseeeerrrrvvvveeeerrrr

● TTTThhhheeee    ffffiiiilllleeeesssseeeerrrrvvvveeeerrrr    ffffoooorrrrmmmmssss    aaaa    
ssssiiiinnnngggglllleeee    ppppooooiiiinnnntttt    ooooffff    ffffaaaaiiiilllluuuurrrreeee

● TTTThhhhiiiissss    ddddooooeeeessss    nnnnooootttt    ssssccccaaaalllleeee    
bbbbeeeeccccaaaauuuusssseeee    ooooffff    sssseeeerrrrvvvveeeerrrr    
ppppeeeerrrrffffoooorrrrmmmmaaaannnncccceeee

● TTTThhhheeee    cccclllliiiieeeennnntttt    vvvviiiieeeewwww    iiiissss    tttthhhheeee    
ssssaaaammmmeeee    aaaassss    tttthhhheeee    sssseeeerrrrvvvveeeerrrr



✐ The repository may hold considerably more than any one server, 
including binaries for multiple platforms and multiple versions of 
single packages. The repository may also be spread across more 
than one physical server, and the individual packages may be 
managed by different people.

✐ Since clients can operate independently from the network, except 
during updates, this approach allows portable machines to share a 
consistent environment with the main network.

T
H

E

 U N I V E R
S

I T
Y

O
F

 

E
D I N B U

R
G

H

SoftwareDistribution and Repositories: 6 Paul Anderson: 24/4/97

A Distributed Approach

● AAAA    MMMMaaaasssstttteeeerrrr    sssseeeerrrrvvvveeeerrrr    ccccoooonnnnttttaaaaiiiinnnnssss    aaaa    rrrreeeeppppoooossssiiiittttoooorrrryyyy    ooooffff    
ppppaaaacccckkkkaaaaggggeeeessss    wwwwhhhhiiiicccchhhh    aaaarrrreeee    ddddiiiissssttttrrrriiiibbbbuuuutttteeeedddd    ttttoooo    sssseeeerrrrvvvveeeerrrrssss    aaaannnndddd    
cccclllliiiieeeennnntttt    ddddiiiisssskkkkssss

● PPPPeeeerrrriiiiooooddddiiiiccccaaaallllllllyyyy,,,,    tttthhhheeee    ppppaaaacccckkkkaaaaggggeeeessss    aaaarrrreeee    ssssyyyynnnncccchhhhrrrroooonnnniiiisssseeeedddd    
wwwwiiiitttthhhh    tttthhhheeee    mmmmaaaasssstttteeeerrrr    ccccooooppppyyyy    iiiinnnn    tttthhhheeee    rrrreeeeppppoooossssiiiittttoooorrrryyyy

● TTTThhhhiiiissss    aaaatttttttteeeemmmmppppttttssss    ttttoooo    aaaaddddddddrrrreeeessssssss    tttthhhheeee    pppprrrroooobbbblllleeeemmmmssss    ooooffff    
ssssccccaaaallllaaaabbbbiiiilllliiiittttyyyy    aaaannnndddd    rrrreeeessssiiiilllliiiieeeennnncccceeee    wwwwhhhhiiiilllleeee    rrrreeeettttaaaaiiiinnnniiiinnnngggg    tttthhhheeee    
aaaaddddmmmmiiiinnnniiiissssttttrrrraaaattttiiiivvvveeee    aaaaddddvvvvaaaannnnttttaaaaggggeeeessss    ooooffff    aaaa    ssssiiiinnnngggglllleeee    sssseeeerrrrvvvveeeerrrr



✐ In a large system, there may be more than one level of distribution 
to reduce the load on the master repository.

✐ Practical systems tend to involve a hybrid approach where clients 
mount some files from a server and synchronise local copies of 
other files from the repository.

✐ File caching is also common to reduce server load, although this 
does not improve resilience. This can be achieved with a caching 
file system such as Sun’s ccccaaaacccchhhheeeeFFFFSSSS[33], or with a program such as 
llllffffuuuu[3] or nnnniiiigggghhhhttttllllyyyy[21].
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A Distributed Approach



✐ If the repository structure is similar to the directory structure on 
the fileserver, then distribution is simply a matter of copying 
appropriate sections of the directory hierarchy to the server. 
However, as with a simple server it can be difficult to identify 
which files belong to which packages, because they are spread 
throughout the filesystem.

✐ This problem is solved if the repository is organised “by package”, 
but distribution is then no longer a case of simply copying 
directories to the server - there needs to be some way of 
installing the files on the server so that they appear in suitable 
locations - eg. in the user’s path.

✐ Neither of the above approaches can cope well with packages 
that require significantly more than copying files - eg. different 
files may need copying for different hardware variants, and some 
post-installation operations may be required.
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Repository organisation

● SSSSiiiimmmmpppplllleeee    rrrreeeeppppoooossssiiiittttoooorrrriiiieeeessss    aaaarrrreeee    oooorrrrggggaaaannnniiiisssseeeedddd    iiiinnnn    aaaa    ddddiiiirrrreeeeccccttttoooorrrryyyy    
ssssttttrrrruuuuccccttttuuuurrrreeee    wwwwhhhhiiiicccchhhh    iiiissss    ssssiiiimmmmiiiillllaaaarrrr    ttttoooo    tttthhhheeee    ssssttttrrrruuuuccccttttuuuurrrreeee    oooonnnn    tttthhhheeee    
ffffiiiilllleeee    sssseeeerrrrvvvveeeerrrr    ((((oooorrrr    cccclllliiiieeeennnntttt))))

● RRRReeeeppppoooossssiiiittttoooorrrriiiieeeessss    wwwwhhhhiiiicccchhhh    aaaarrrreeee    ssssttttrrrruuuuccccttttuuuurrrreeeedddd    bbbbyyyy    ppppaaaacccckkkkaaaaggggeeee    
aaaarrrreeee    eeeeaaaassssiiiieeeerrrr    ttttoooo    mmmmaaaannnnaaaaggggeeee

● MMMMaaaannnnyyyy    ssssyyyysssstttteeeemmmmssss    nnnnoooowwww    uuuusssseeee    ssssppppeeeecccciiiiaaaallll    ffffoooorrrrmmmmaaaattttssss    ffffoooorrrr    tttthhhheeee    
ppppaaaacccckkkkaaaaggggeeeessss    wwwwhhhhiiiicccchhhh    iiiinnnncccclllluuuuddddeeee    aaaaddddddddiiiittttiiiioooonnnnaaaallll    iiiinnnnffffoooorrrrmmmmaaaattttiiiioooonnnn



✐ In this case, the structure is very similar to the structure of the 
fileserver itself. Since repositories usually serve more than one 
platform, it is normal to split the contents into architecture-specific 
and architecture-independent directories. The “share” directory 
and the directory for the appropriate architecture are simply 
copied to the fileserver.

✐ With this organisation, it is difficult to determine which files belong 
to which packages. One possibility is to use explicit fileset lists, 
although these require maintenance and can easily become out of 
synch. llllffffuuuu[3] uses a different user-id as the owner of files belonging 
to each different package - this works well except that certain 
applications require a specific owner for certain files - eg. setuid 
root.

✐ Installation of most packages into the repository is comparatively 
simple, since it is very similar to installing on a normal server. 
However, it is difficult to hold multiple versions of the same 
package, or other packages which share the same pathname for 
different files.
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Organisation by Directory
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✐ With this organisation, files belonging to a particular package are 
easy to locate, and multiple versions and conflicting filenames are 
easily handled. It is also reasonably straightforward to install 
packages into the repository, because the hierarchy for an 
individual package appears very similar to a conventional server. 
The modularity of packages means that they can easily be shared 
between sites.

✐ However, the structure of the repository is now different from the 
directory structure of a normal client. The files could be 
relocated as they are copied, or they could simply be copied into 
the same hierarchy on the client, with some mechanism such as 
MMMMoooodddduuuulllleeeessss[29]  used to ensure that the appropriate packages 
appear in the user’s path. Alternatively, a system of links and/or 
loopback mounts can make this structure appear more like a 
conventional client (eg. SSSSlllliiiinnnnkkkk[9,10] ).

✐ Numerous systems have been developed around these general 
principles. DDDDeeeeppppooootttt[17,6]  is a popular example. Others include: LLLLuuuuddddeeee [11], 
AAAASSSSIIIISSSS [12], TTTThhhheeee    ccccoooorrrrppppoooorrrraaaatttteeee    ssssooooffffttttwwwwaaaarrrreeee    bbbbaaaannnnkkkk    [15] and    EEEErrrriiiiccccssssssssoooonnnn[16]
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Organisation by Package
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✐ Complex installation requirements are not well satisfied by simple 
file-copying schemes - different files may need to be selected 
depending on specific features of the server, and complex  pre- 
and post- installation operations may be needed (see later).

✐ Many formats have been developed to store packages together 
with additional installation information. Special software is usually 
required to create these package formats, and to extract the 
data and perform the installation. Such systems are typically used 
for installing stand-alone PC packages,. Examples in the Unix world  
include the PPPPoooossssiiiixxxx standard[34] , System V ppppkkkkggggaaaadddddddd[32]  and Linux 
RRRRPPPPMMMM[30].

✐ These formats provide a compact representation of the package 
data and it’s installation requirements, and there is often some 
mechanism for maintaining a database of packages installed on a 
particular machine. However, they suffer from the disadvantages 
listed above and are not normally designed to be used remotely 
(although one version of RPM can retrieve packages by URL).
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SoftwareDistribution and Repositories: 11 Paul Anderson: 24/4/97

Special Package Formats

● AAAAddddddddiiiittttiiiioooonnnnaaaallll    iiiinnnnffffoooorrrrmmmmaaaattttiiiioooonnnn    nnnneeeeeeeeddddssss    ttttoooo    bbbbeeee    ssssttttoooorrrreeeedddd    ttttoooo    
eeeennnnaaaabbbblllleeee    mmmmoooorrrreeee    ccccoooommmmpppplllleeeexxxx    iiiinnnnssssttttaaaallllllllaaaattttiiiioooonnnnssss

● TTTThhhhiiiissss    iiiinnnnffffoooorrrrmmmmaaaattttiiiioooonnnn    iiiissss    oooofffftttteeeennnn    ssssttttoooorrrreeeedddd    iiiinnnn    ssssoooommmmeeee    ssssppppeeeecccciiiiaaaallll    
ffffoooorrrrmmmmaaaatttt    ttttooooggggeeeetttthhhheeeerrrr    wwwwiiiitttthhhh    aaaa    ccccoooommmmppppaaaacccctttt    vvvveeeerrrrssssiiiioooonnnn    ooooffff    tttthhhheeee    
ppppaaaacccckkkkaaaaggggeeee    ffffiiiilllleeeessss

● DDDDiiiissssaaaaddddvvvvaaaannnnttttaaaaggggeeeessss::::
➜ FFFFoooorrrrmmmmaaaattttssss    ccccaaaannnn    bbbbeeee    ddddiiiiffffffffiiiiccccuuuulllltttt    ttttoooo    ccccrrrreeeeaaaatttteeee

➜ IIIInnnnccccrrrreeeemmmmeeeennnnttttaaaallll    uuuuppppddddaaaatttteeeessss    aaaarrrreeee    nnnnooootttt    nnnnoooorrrrmmmmaaaallllllllyyyy    ppppoooossssssssiiiibbbblllleeee

➜ TTTThhhheeeerrrreeee    aaaarrrreeee    mmmmaaaannnnyyyy    ddddiiiiffffffffeeeerrrreeeennnntttt    iiiinnnnccccoooommmmppppaaaattttiiiibbbblllleeee    ffffoooorrrrmmmmaaaattttssss

➜ SSSSppppeeeecccciiiiaaaallll    ssssooooffffttttwwwwaaaarrrreeee    iiiissss    nnnneeeeeeeeddddeeeedddd    ttttoooo    uuuunnnnppppaaaacccckkkk    tttthhhheeeemmmm



✐ In the simplest case, a distribution mechanism just needs to 
perform a remote file copy, but the distribution mechanism often 
performs a number of other tasks well - eg. incremental updating, 
pre- and post- installation operations, and file caching. TTTTrrrraaaacccckkkk[18,19] , 
SSSSuuuupppp[26], RRRRDDDDiiiisssstttt [7,8] and llllffffuuuu[2] are typical programs. RDist is probably 
the most common and has been used as the basis for several more 
complex schemes (eg. FFFFDDDDiiiisssstttt[24]).

✐ Some systems initiate the copy by “pushing” from the source 
(RDist) and some initiate the copy by “pulling” from the destination 
(Track). The choice of method has implications for configuration 
and security (see later).

✐ Most implementations are capable of performing an incremental 
update by only copying files that have changed. However, if the 
number of files is large, simply performing the comparison can take 
a considerable amount of time and bandwidth, and some systems 
(eg. Track) maintain a state-database of file changes, to speed 
up the process. Systems which store packages in a special format 
cannot normally handle these fine-grain incremental updates.
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SoftwareDistribution and Repositories: 12 Paul Anderson: 24/4/97

Distribution Mechanisms

● AAAA    ddddiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn    mmmmeeeecccchhhhaaaannnniiiissssmmmm    iiiissss    rrrreeeeqqqquuuuiiiirrrreeeedddd    ttttoooo    ttttrrrraaaannnnssssffffeeeerrrr    
ffffiiiilllleeeessss    ffffrrrroooommmm    tttthhhheeee    rrrreeeeppppoooossssiiiittttoooorrrryyyy    ttttoooo    tttthhhheeee    sssseeeerrrrvvvveeeerrrrssss

● SSSSoooommmmeeee    iiiimmmmpppplllleeeemmmmeeeennnnttttaaaattttiiiioooonnnnssss    ppppuuuusssshhhh    ffffiiiilllleeeessss    ffffrrrroooommmm    tttthhhheeee    ssssoooouuuurrrrcccceeee    
mmmmaaaacccchhhhiiiinnnneeee....    OOOOtttthhhheeeerrrrssss    ppppuuuullllllll    ffffiiiilllleeeessss    ffffrrrroooommmm    tttthhhheeee    ddddeeeessssttttiiiinnnnaaaattttiiiioooonnnn

● IIIInnnnccccrrrreeeemmmmeeeennnnttttaaaallll    uuuuppppddddaaaatttteeeessss    aaaarrrreeee    uuuussssuuuuaaaallllllllyyyy    nnnneeeecccceeeessssssssaaaarrrryyyy    ssssoooo    
tttthhhhaaaatttt    ffffiiiilllleeeessss    aaaarrrreeee    oooonnnnllllyyyy    ccccooooppppiiiieeeedddd    wwwwhhhheeeennnn    tttthhhheeeeyyyy    aaaarrrreeee    
cccchhhhaaaannnnggggeeeedddd

● UUUUppppddddaaaatttteeeessss    mmmmaaaayyyy    ooooccccccccuuuurrrr    ppppeeeerrrriiiiooooddddiiiiccccaaaallllllllyyyy,,,,    oooorrrr    oooonnnn----ddddeeeemmmmaaaannnndddd



✐ Some implementations (Track) use their own protocols and some 
use existing protocols (RDist uses rsh, RPM can use FTP). Some 
systems are designed to use an underlying remote filesystem 
protocol such as NFS (lfu). The choice of protocol has 
implications for robustness, performance and security.

✐ Failure of a software update can leave the destination machine in 
an unusable, or insecure state, so the behaviour of the protocol in 
response to failures is important. For example, some programs can 
check the available disk space in advance (RDist) , and lfu can 
automatically  link files to a remote server if there is no space to 
copy them locally.

✐ For systems which operate in the “push” mode, it is useful to be 
able to update remote systems simultaneously. Some versions of 
RDist are capable of this. However, the load on a single 
repository server can easily become too great. A multi-cast 
protocol for file comparison and distribution would be very useful.

✐ Both the comparison and the transfer of files may need special 
attention (eg. compression) on a wide-area network[20].
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Distribution Protocols

● DDDDiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn    iiiimmmmpppplllleeeemmmmeeeennnnttttaaaattttiiiioooonnnnssss    mmmmaaaayyyy    uuuusssseeee    ccccuuuussssttttoooommmm    
pppprrrroooottttooooccccoooollllssss,,,,    oooorrrr    tttthhhheeeeyyyy    mmmmaaaayyyy    mmmmaaaakkkkeeee    uuuusssseeee    ooooffff    eeeexxxxiiiissssttttiiiinnnngggg    ffffiiiilllleeee----
ttttrrrraaaannnnssssffffeeeerrrr    pppprrrroooottttooooccccoooollllssss....

● SSSSoooommmmeeee    ssssyyyysssstttteeeemmmmssss    ddddoooo    nnnnooootttt    aaaaddddddddrrrreeeessssssss    tttthhhheeee    rrrreeeemmmmooootttteeee    
ttttrrrraaaannnnssssffffeeeerrrr    iiiissssssssuuuueeee    aaaatttt    aaaallllllll    aaaannnndddd    rrrreeeellllyyyy    oooonnnn    rrrreeeemmmmooootttteeee    
ffffiiiilllleeeessssyyyysssstttteeeemmmm    aaaacccccccceeeessssssss

● RRRRoooobbbbuuuussssttttnnnneeeessssssss    iiiissss    iiiimmmmppppoooorrrrttttaaaannnntttt

● PPPPaaaarrrraaaalllllllleeeellll    uuuuppppddddaaaatttteeeessss    aaaarrrreeee    uuuusssseeeeffffuuuullll

● WWWWiiiiddddeeee----aaaarrrreeeeaaaa    nnnneeeettttwwwwoooorrrrkkkkssss    ppppoooosssseeee    ssssppppeeeecccciiiiaaaallll    pppprrrroooobbbblllleeeemmmmssss



✐ In many cases, it is not sufficient just to transfer the package 
files from the repository to the server - some additional 
operations are needed:

✐ Pre-installation operations are required to ensure that any pre-
requisites are met - eg. processor type, disk space, memory, 
dependencies on other packages etc.

✐ Post-installation operations include any further actions necessary 
to make the package available and configure it for the particular 
host - eg. configuration files might need editing to include 
information about the host - system files such as inetd.conf might 
need extra entries - special device drives or system configuration 
parameters might need setting.

✐ Most distribution mechanisms provide some facility for executing 
arbitrary scripts before and after updating a package. Systems 
that use special package formats usually include specific provision 
for these operations (Posix, RPM). However, constructing good, 
portable scripts for these operations can be very difficult[31].
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Pre- and Post- Installation

● PPPPrrrreeee----iiiinnnnssssttttaaaallllllllaaaattttiiiioooonnnn
➜ HHHHaaaarrrrddddwwwwaaaarrrreeee    ccccoooommmmppppaaaattttiiiibbbbiiiilllliiiittttyyyy

➜ PPPPrrrreeee----rrrreeeeqqqquuuuiiiissssiiiitttteeee    ppppaaaacccckkkkaaaaggggeeee    aaaavvvvaaaaiiiillllaaaabbbbiiiilllliiiittttyyyy

➜ RRRReeeessssoooouuuurrrrcccceeee    aaaavvvvaaaaiiiillllaaaabbbbiiiilllliiiittttyyyy

● PPPPoooosssstttt----iiiinnnnssssttttaaaallllllllaaaattttiiiioooonnnn
➜ ccccuuuussssttttoooommmmiiiissssaaaattttiiiioooonnnn

➜ SSSSyyyysssstttteeeemmmm    ffffiiiilllleeee    cccchhhhaaaannnnggggeeeessss

➜ DDDDrrrriiiivvvveeeerrrr    iiiinnnnssssttttaaaallllllllaaaattttiiiioooonnnn



✐ In a large installation, not all servers carry the same packages. In 
the simplest case, packages have to be explicitly added or 
removed. However, it is usually desirable to have a declarative 
configuration file which lists the packages that a server should 
carry. A periodic update program then adds or removes 
packages automatically to track changes in the configuration file.

✐ Configuration file formats are often oriented towards 
specification of individual directories and files - eg. RDist uses a 
“distfile” which is similar to a makefile. In complex networks, these 
configurations become too large and detailed. Some mechanism is 
needed to simply specify the required package names.

✐ In a “pushing” implementation, configuration files are normally stored 
and controlled from the source (RDist). In a “pulling” implementation 
(lfu), each server usually has its own configuration file.

✐ Even if the configuration files are distributed, it is useful if they 
can refer to some central configuration database - eg. lfu 
configuration files can use NIS netgroups to specify sets of 
packages. Changes to one of these netgroups will cause all 
affected servers to add and remove the appropriate packages.
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Configuration

● CCCCoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn    iiiinnnnffffoooorrrrmmmmaaaattttiiiioooonnnn    iiiissss    nnnneeeeeeeeddddeeeedddd    ttttoooo    ssssppppeeeecccciiiiffffyyyy    
wwwwhhhhiiiicccchhhh    mmmmaaaacccchhhhiiiinnnneeeessss    ccccaaaarrrrrrrryyyy    wwwwhhhhiiiicccchhhh    ppppaaaacccckkkkaaaaggggeeeessss

● CCCChhhhaaaannnnggggeeeessss    iiiinnnn    tttthhhheeee    ccccoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn    ccccaaaannnn    iiiinnnniiiittttiiiiaaaatttteeee    
ppppaaaacccckkkkaaaaggggeeee    iiiinnnnssssttttaaaallllllllssss    aaaannnndddd    rrrreeeemmmmoooovvvvaaaallllssss

● CCCCoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn    ffffiiiilllleeeessss    wwwwhhhhiiiicccchhhh    rrrreeeeffffeeeerrrr    ttttoooo    iiiinnnnddddiiiivvvviiiidddduuuuaaaallll    ffffiiiilllleeeessss    
aaaannnndddd    ddddiiiirrrreeeeccccttttoooorrrriiiieeeessss    ccccaaaannnn    bbbbeeeeccccoooommmmeeee    vvvveeeerrrryyyy    ccccoooommmmpppplllleeeexxxx

● CCCCoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn    ccccaaaannnn    bbbbeeee    cccceeeennnnttttrrrraaaalllliiiisssseeeedddd    oooorrrr    ddddiiiissssttttrrrriiiibbbbuuuutttteeeedddd

● DDDDiiiissssttttrrrriiiibbbbuuuutttteeeedddd    ccccoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnnssss    mmmmaaaayyyy    rrrreeeeffffeeeerrrr    ttttoooo    cccceeeennnnttttrrrraaaallll    
ddddaaaattttaaaabbbbaaaasssseeeessss



✐ Packages in the repository can be owned by a specific user-id, 
allowing one person (or group) to maintain the package. In this 
case, the distribution mechanism needs to be able to change user-
ids during installation for specific files - eg. setuid root files. 
Implementations which store packages separately and require 
users to add them explicitly to their path are more secure than 
systems which place all available packages in a common “bin” 
directory.

✐ Security during distribution depends on the underlying protocol. 
Many implementations are weak in this area - eg. using NFS or rsh/
rhosts authentication. Systems which “pull” only need read 
permission on the repository, whereas “pushing” requires write 
permission on all the servers.

✐ Some mechanism for verifying the package installation is useful - 
eg. taking a checksum or signature of the package files (RPM). 
This helps to prevent “trojan horses”.

✐ Pre- and Post-installation scripts normally need to run as “root”.
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Security

● RRRReeeeppppoooossssiiiittttoooorrrryyyy    sssseeeeccccuuuurrrriiiittttyyyy
➜ DDDDiiiiffffffffeeeerrrreeeennnntttt    ppppaaaacccckkkkaaaaggggeeeessss    mmmmaaaayyyy    bbbbeeee    mmmmaaaaiiiinnnnttttaaaaiiiinnnneeeedddd    bbbbyyyy    ddddiiiiffffffffeeeerrrreeeennnntttt    

ppppeeeeoooopppplllleeee,,,,    wwwwhhhhoooo    mmmmaaaayyyy    nnnnooootttt    hhhhaaaavvvveeee    rrrrooooooootttt    aaaacccccccceeeessssssss

● DDDDiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn    sssseeeeccccuuuurrrriiiittttyyyy
➜ SSSSeeeeccccuuuurrrriiiittttyyyy    dddduuuurrrriiiinnnngggg    ddddiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn    ddddeeeeppppeeeennnnddddssss    oooonnnn    tttthhhheeee    uuuunnnnddddeeeerrrrllllyyyyiiiinnnngggg    

pppprrrroooottttooooccccoooollll

● PPPPaaaacccckkkkaaaaggggeeee    vvvveeeerrrriiiiffffiiiiccccaaaattttiiiioooonnnn
➜ TTTTrrrroooojjjjaaaannnn    hhhhoooorrrrsssseeeessss    ccccaaaannnn    eeeeaaaassssiiiillllyyyy    bbbbeeee    iiiinnnnssssttttaaaalllllllleeeedddd    uuuunnnnlllleeeessssssss    tttthhhheeeerrrreeee    iiiissss    

ssssoooommmmeeee    wwwwaaaayyyy    ooooffff    vvvveeeerrrriiiiffffyyyyiiiinnnngggg    iiiinnnnssssttttaaaalllllllleeeedddd    ppppaaaacccckkkkaaaaggggeeeessss



✐ Some of the implementations mentioned include some of the above 
features. We are not aware of any implementation which 
addresses all of these issues.

✐ There is a tendency towards using special package formats, but 
considerable effort can be required to assemble a package into 
a suitable form. Common packages could easily be shared 
between sites if a standard format was accepted. It should also 
be easy to install packages that have only very simple 
requirements.

✐ Remote distribution and features such as incremental update are 
not an integral feature of any of the implementations which use 
special formats.

✐ Secure package management by non-root users is very difficult. 
handling pre- and post-installation requirements is particularly 
difficult.

✐ High level configuration should allow a system manager to specify 
sets of packages to be held on groups of machines.
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A Wish List

● SSSSttttaaaannnnddddaaaarrrrdddd,,,,    ppppoooorrrrttttaaaabbbblllleeee    ppppaaaacccckkkkaaaaggggeeee    ffffoooorrrrmmmmaaaattttssss
➜ SSSSiiiimmmmpppplllleeee    ttttoooo    ccccrrrreeeeaaaatttteeee

● DDDDiiiissssttttrrrriiiibbbbuuuuttttiiiioooonnnn
➜ IIIInnnnccccrrrreeeemmmmeeeennnnttttaaaallll,,,,    ppppaaaarrrraaaalllllllleeeellll,,,,    sssseeeeccccuuuurrrreeee

● SSSSeeeeccccuuuurrrreeee    ppppaaaacccckkkkaaaaggggeeee    mmmmaaaannnnaaaaggggeeeemmmmeeeennnntttt    bbbbyyyy    nnnnoooonnnn----rrrrooooooootttt    uuuusssseeeerrrrssss

● HHHHiiiigggghhhh    lllleeeevvvveeeellll    ccccoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn

● LLLLiiiigggghhhhttttwwwweeeeiiiigggghhhhtttt    aaaannnndddd    ffffrrrreeeeeeee!!!!
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