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Keylmport(.,.,.)
KeyExport(.,.,.)
KeyGenerate(.,.,.)

EncryptData(.,.,.)
DecryptData(.,.,.)

Security API




km
data, pin, imp, ...

data, pin, imp, ...
{ dl } kmddata

{ pdkl } km©®pin



Encrypt Data:

Host —
HSM —
Export Key:
Host —
HSM —

HSM

Host

HSM

Host

CCA API

{ xkey } kmadata, XmMsg

{ Xmsg } xkey

{ KEK } km®exp: data, { D1 }km@data

{ D1 }kEKadata



Formal Modelling
Encrypt data v0.1

xmsg, {xkey } kmadata — {XMSE } xkey

Encrypt Data v0.2
XYy — {X}dec(y,km@data)
Encrypt Data v0.21

ch kOdd(dec(y, km & data)), X,y — {X}dec(y,km@data)



Key Conjuring

chkOdd(dec(y,km@data)), x, y — {x}dec(y.kmadata)

Attacker tries random values instead of y

Obtains an encrypted data key.

Encrypt Data:

new n

X {X}dec(n,km@data)a n, ChkOdd(deC(na km & data))



More Parity Checks

Key Import:
Host — HSM { KEY1 } KEKaTYPE, T YPE, { KEK } km@imp
HSM — Host { KEY1 } kmaTYPE

y, xtype, z— {dec(y,dec(z,km @ imp) ®xtype) tkmaxtype
chkE(xtype)

chkO(dec(z,km @& imp))
chkO(dec(y,dec(z,km @ imp) & xtype))



More Key Conjuring

y, xtype, z— {dec(y,dec(z,km @ imp) @ xtype) }kmaoxtype
chkE(xtype)

chkO(dec(z,km & imp))

chkO(dec(y,dec(z,km @ imp) ® xtype))

Key Import:

y, xtype =" {dec(y,dec(n,km @imp) @ xtype) hkmaxtype; N
chkE(xtype)

chkO(dec(y,dec(n,km @ imp) & xtype))



More Key Conjuring

y, xtype, z— {dec(y,dec(z,km @ imp) @ xtype) }kmaoxtype
chkE(xtype)

chkO(dec(z,km & imp))

chkO(dec(y,dec(z,km @ imp) ® xtype))

new n

xtype, z —  {dec(n,dec(z,km @& imp) B xtype) }kmaxtype;
chkE(xtype), n
chkO(dec(z,km ®imp)) chkO(dec(n,dec(z,km & imp) @ xtype))



More Key Conjuring

y, xtype, z— {dec(y,dec(z,km @ imp) @ xtype) }kmaoxtype
chkE(xtype)

chkO(dec(z,km & imp))

chkO(dec(y,dec(z,km @ imp) ® xtype))

new n

y,z — {dec(y,dec(z,km@imp) @B n)}kman, N
chkO(dec(z,km & imp)) chkO(dec(y,dec(z,km @ imp) G n))
chkE(n)



Class of Rules

An API rule is a rule of the form chkq(uy),...,chkg(Uk),X1,..., Xy — 1,
where

® Xi,...,Xp are variables,

® tisaterm such thatvars(t) C {xq,...,Xn},

® Up,..., Uk are terms of Base type not headed with &,
® chkj € {chkOdd,chkEven}, 1 <i <k,

Assume that the rule only involves pure terms.



Formal Transformation

Let Rj — R, = chky(uy),...,chkk(Uk),X1,..., Xy — 1
for uj = dec(z,t’), let 0 = {z— n}

(R~ {z chkj(uj)} "=" Ry U{z chkj(uj)})o

and for composite t’. .. see the paper.



Formal Results

» Soundness of some reductions

e.g. offline key conjuring not necessary

® Decidability of a certain class

Finite number of key conjuring steps

Decidability proof:
Pre-compute all possible reductions by enc/dec egns

Show terms stay in normal form after instantiation



Conclusions

® Have proposed a defn of ‘key conjuring’, and a formal transform
$» Models e.g. Bond import/export attack (see paper)

® Future work:
Extend class
Conjuring to arbitrary depth

Implementation



	
	
	
	
	
	
	
	
	
	
	
	
	
	

