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PIN Blocksl

64-bit strings to encode a guessed PIN for encryption

e.g.
VISA format 3
PPPPFFFFFFFFFFFF
ISO 9564 format O
04PPPPFFFFFFFFFF
0000AAAAAAAAAAAA

Error check on translation (0 < P < 9) leaks information (Clulow, 2003)
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Dectab Attacks I

PIN = dectab({| PAN [}ppk ) + OFFSET

Standard

0123456 789ABCDEF
0123456789012345

Attack 1

0123456789ABCDEF
1123456789112345
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Alter offset to establish position of digits (Bond + Zielinski, 2003)
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Optimised Attackl

1111111111,0,10) -> XORin8

0.6 04

0,0111,111,0,0,0,10) -> XOR in 10 11,0,0,0,0,0,0,1,1,0,10) -> XOR in 10
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0,0,0,0,1,1,1,1,0,0,0,10) -> XOR in 12 0,0,1,1,0,0,0,0,0,0,0,10) -> XOR in 12 (VISA-3 0,0,0,0,0,0,0,0,1,1,0,10) -> XOR in 6 (VISA-3 1,1,0,0,0,0,0,0,0,0,0,10) -> XOR in 14 (VISA-3
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0,0,0,0,0,0,1,1,0,0,0,10) -> XOR in 8 (VISA-3 0,0,0,0,1,1,0,0,0,0,0,10) -> XOR in 10 (VISA-3
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Summaryl

® Have probabilistic framework for PIN block attack analysis
® Can analyse varying configurations

® API definition file requires some care

aim to automate this in future

More details, downloads, etc.:

Formal Analysis of PIN Block Attacks. To appear in a special issue of
Theoretical Computer Science on Security Protocol Analysis, 2006.

http://dreaminf. ed.ac. uk/ projects/aascs/
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