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Abstract

The paper shows a SHEL oriented requirements engineering approach, which has been applied in a case study dealing with the definition
of the requirements for a new railways traffic control system. The SHEL model provides an integrated view by considering any productive
process or activity performed by a combination of Hardware, Software and Liveware resources within a specific Environment. A set of SHEL
oriented requirements describes the different views in a complex system. The requirements are grouped into three main classes, namely,
functional, cognitive and quality requirements. The paper points out the issue of integrating different types of requirements. © 2000 Elsevier

Science B.V. All rights reserved.
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1. Introduction

Requirements engineering [18,23] approaches still focus
on the information technology to be designed. However,
complex systems consist of various resources with different
characteristics. Several studies [3,4,9] point out that the
automation of work, introducing new information technol-
ogy within a productive environment, may lead to serious
dependability problems and often results in non-effective
use of new systems. Accidents involving complex technol-
ogy are often caused by a combination of organisational,
managerial and technical factors [15]. Literature on acci-
dents, incidents and near misses in safety-critical systems
[14,16] stresses that both the weaknesses and the strengths
of a system are in the interaction among resources.

Recent research [19,21] in requirements engineering
encourages the adoption of hybrid methodologies already
early in the design process. The relationships among
resources co-operating in a productive process need further
clarification in order to obtain an integrated requirements
engineering approach.

The paper points out the issues of integrating different
types of requirements, which are defined over Software,
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Hardware and Liveware. The SHEL model [5] provides
an integrated view over these resources within a specific
Environment. Section 2 introduces an integrated require-
ments engineering approach. Section 3 shows a railways
case study. The SHEL oriented requirements engineering
approach has been applied for the definition of functional,
cognitive and quality requirements for a new Railways Traf-
fic Control (RTC) system. Section 4 discusses functional,
cognitive and quality requirements and presents a template
to integrate the different types of requirements. Further-
more, insights from eliciting requirements and integrating
diverging views for the case study are discussed. Section 5
summarises our conclusions and further work.

2. A SHEL oriented requirements engineering approach

The SHEL' model [5] supports a systemic view defining
any productive process as performed by a combination of
Hardware (e.g. any material tool used in the process execu-
tion), Software (e.g. procedures, rules, practices, etc.) and
Liveware (e.g. end-users, stakeholders, etc.) resources
embedded in a given Environment (e.g. socio-cultural, poli-
tical, etc.). The knowledge required to perform a specific
process can be considered as being distributed among the

' The denominator SHEL stands for Software, Hardware, Environment
and Liveware.
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Fig. 1. The phases of the process adopted to define requirements.

system resources. Thus, a productive process may be
regarded as an instantiation of the SHEL model for a speci-
fic process execution. The systemic view of the SHEL
model encourages the definition of requirements not just
for the system to be designed (Hardware and Software),
but also for those aspects related to Liveware resources
(e.g. human roles, interactions, help in breakdown-situa-
tions, etc.). Therefore, SHEL oriented requirements repre-
sent a trade-off among Hardware, Software and Liveware
resources in a given Environment. Further discussion of the
SHEL model can be found in Refs. [17,24].

Fig. 1 shows a SHEL oriented approach for the definition
of requirements. The first step is a profound analysis of the
work system of the specific environment. The knowledge
required to perform a productive process, both in normal
and abnormal conditions, is captured. The work analysis
studies the way in which the productive process is
performed taking into account the process itself and all
the resources that contribute and interact in the process
execution. The analysis uses different counterbalancing
techniques of knowledge gathering, including observations,
interviews, ethnography, heuristic analysis methods, video
recording, and checklists. Representative models of
processes, tools supporting the process performance, objects
in the work processes, interactions, social and work prac-
tices, formal procedures, critical issues, and human
skills and behaviours are produced to describe the exist-
ing work system with its critical issues and weaknesses.
Reports and models for knowledge representation are,
e.g. scenarios, narrative descriptions, templates and
other task models. The generation of these reports and
representative models involves a continuous iteration of
analysis, modelling, and evaluation by the users until a
satisfactory common understanding of the work system
has been reached. In the analysis scenarios are an

important instrument to underline current weaknesses
in certain problem situations, to communicate with
end-users and get feedback from them and to link criti-
cal issues to user needs and later on to requirements.
An overview of different potential applications of
scenarios can be found in Refs. [8,20].

As soon as enough information is collected by the work
analysis the focus changes to the weaknesses of the actual
system by eliciting critical issues due to the knowledge
distribution among the SHEL resources and their interac-
tion. The results are organised in terms of the critical issues
and user needs represented according to the SHEL model,
which is also used to link critical issues within the produc-
tive processes, with functional, cognitive and quality
requirements. The outcome of the second phase also
provides a basis for alternative design considerations
taken later on in the engineering process. In our understand-
ing designing or re-engineering a system implies a redistri-
bution of knowledge, which includes also dynamic task
allocation and job design. The underlying idea of the second
phase is to figure out suitable knowledge distributions,
which enable an effective use of the resources in order to
perform the specific productive process. The basic assump-
tion is that there are no exclusive combinations of the three
principal SHEL resources to shape a specific process, hence
the same process can be performed using different possible
combinations of the Hardware, Software and Liveware
resources. Already early in the design process, this can be
reflected by alternative design solutions represented by
various prototypes and design models.

In the third phase of the process all the collected informa-
tion contributes to defining the requirements and architec-
ture of the system according to the SHEL model. The SHEL
requirements and architecture of the system represent the
starting point for defining functional, cognitive and quality
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requirements, which is the fourth phase of the process. It is
discussed in detail in Section 4.

The phase of specifying the system requirements is
followed by a design phase, where the requirements are
mapped into design patterns represented in prototypes,
mock-ups, design models and scenarios.

The last phase of one iteration cycle in the SHEL oriented
requirements engineering approach is the validation by the
domain experts. The activity concerns a proof of the
projected system in the real world, where system compli-
ance with the requirements is evaluated, and where the
requirements and the projected system are validated in the
real system environment.

The holistic approach employs a continuous evaluation
and verification of the analysis results, requirements and
alternative design solutions during the whole design
phase. Some influence due to the introduction of a new
system within a productive process can be predicted, but
the real impact can only be evaluated during testing and
application in practice. The use of prototypes [2,10] together
with user involvement are effective instruments to validate
possible modifications before the final implementation.
Simulation using mock-ups and prototypes together with a
set of pre-defined scenarios [6,22] ease the communication
and feedback with the users in order to improve and validate
the requirements and to anticipate bad design solutions or
impacts to the environment. Various architectural solutions
and implementations are evaluated with the user by refining
the prototypes and repeating the analysis and design parts in
an iterative way. Evaluation takes into account directly
measurable criteria such as performance (e.g. number of
trains dispatched, maintenance work completed) and also
criteria such as usability, cognitive workload and level of
cognitive support.

3. A railways case study

The case study consists of a RTC system for which the
requirements have been defined in co-operation with the
Italian National Railways (Ferrovie dello Stato-FS). The
system is to support the dynamic rescheduling of the rail-
ways resources (e.g. train paths, vehicles, maintenance
units, etc.) by human agents in case of unplanned events.
The planning activity as currently conducted by FS is
divided into seasonal time-table planning, contingency
planning to take into account special short term demands,
and real-time planning to react to unforeseen events. The
project focuses on the real-time planning on a particular line
of the Italian railways network which can be characterised
by the need for high responsiveness, rapid decision taking
and the existence of multiple conflicting targets. Important
requirements for the RTC system to be developed during the
project are:

e increased quality of service (e.g. rescheduling the rail

resources via real-time planning in the case of distur-
bances, providing customer information, managing
breakdown situations);

e more efficient use of infrastructure, personnel and rolling
stock;

e dynamic management of transport resources.

The RTC system concerns the control and reactive
management of the train movements within a certain control
zone. The FS have a heterogeneous infrastructure and infor-
mation technology support. There exist mainly three work
environments where the control process is carried out by
different systems. In the first one the work is carried out
by a quasi manual RTC system, in which the train positions
are graphically registered by hand on a specific paper table.
The oral communication is the principal means of interac-
tion even during emergencies. It takes place by face-to-face
interaction, microphone or telephone. In the second envir-
onment the operator works with more technical instruments
providing an automatic monitoring system for the railways
traffic. In the third environment the control system allows
the operator to act directly on the line by switching junctions
and setting protection signals of stations. In this case,
stations can also be unmanned, and so the stations are mana-
ged remotely.

During normal activities, the control operator observes
the train movements and computes the deviations of the
real data from the planned time schedule. The assessment
of the deviations is based on the gravity of the deviations,
formal rules, operator’s experience and on other environ-
mental factors. The overall goal of the operator’s work is to
make decisions for rearranging the productive resources and
objects based on their assessment of deviations in order to
avoid or minimise inconveniences or even incidents that
may lead to economical damage or harm to humans. In
order to react appropriately, especially in emergency
cases, the operators need to have in any moment an under-
standing of the dynamic system. They use several artefacts
for keeping the necessary knowledge alongside.

The operator has the supervisory control of the objects in
use in their control zone as far as the movement is concerned
[1]. Yet, the direct responsibility and management of the
different resources (e.g. humans or machines) is assigned
to other departments as defined in the organisational struc-
ture of the FS. Hence, the operator has to collaborate and co-
ordinate with colleagues of other departments. Further char-
acteristics of the operator’s work are economical and safety
related criticality, high dynamism and little predictability,
unforeseen events. These events trigger and require quick
decision-making, involvement of many objects, need of
sufficient knowledge, skills and experiences, consideration
of decisions in the context, varying workload.

Notice that the control process involves Hardware, Soft-
ware and Liveware resources. Examples for Hardware
resources in the less advanced RTC system are the time/
station maps, pencils with different colours, the
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Fig. 2. A SHEL oriented architecture.

microphones and telephones. The procedure of how the
station manager communicates a train position to the control
operator may be seen as an example for a Software resource.
The control operator or the station manager are examples of
Liveware resources. All these resources embody knowledge
that contributes to performing the RTC process. As changes
are implemented to perform the control process, the knowl-
edge distribution changes among the resources in the overall
system environment. Indeed, the second work environment
we observed is equipped with a monitoring system visualis-
ing the actual train positions on the line to be controlled to
the control operators. The knowledge embodied in the time/
station maps, pencils and rules are substituted by the moni-
toring system. Knowledge in the Liveware has changed too.
The way the train trajectory is represented has changed to
actively moving numbers instead of lines. The colours have
changed too. The operators’ activity has changed: they
monitor the control system instead of continuously hiring
and registering the train positions.

Over time the availability, adaptability and flexibility of
the resources within the environment affect the control
process. Improving the overall system, therefore, requires
a careful consideration and re-distribution of knowledge
among the resources as well as an effective design of the
interactions. Requirements may not only be defined for
functionality of the resources in isolation, but also for
their interaction, for breakdown or non-availability. As
human operators represent a crucial resource in the control
process, special focus needs to be placed on cognitive
requirements supporting user needs especially in critical
situations. Moreover, the complex interrelations among
the resources require careful consideration and necessitate
the definition of quality requirements (e.g. reliability) for
the control system.

4. Integration of functional, cognitive and quality
requirements

The section describes shortly the functional, cognitive
and quality requirements defined for the case study as
well as the attempt of integrating them by the means of
the SHEL model. Fig. 2 shows a SHEL oriented architecture
representing system aspects as well as work aspects. The
SHEL oriented architecture emphasises the boundary of the
system and its interaction with other systems or external
human agents.

4.1. Functional requirements

Functional requirements describe the functionality each
system component needs to contribute to achieve the
process goals. From the knowledge distribution point of
view this means describing the process knowledge allocated
to a specific system resource according to the SHEL model.
In addition, “interaction” requirements describe the interac-
tion among system components.

In general, functional requirements are extracted from an
exhaustive analysis of the existing work environment with
elicitation of critical issues and weaknesses of the current
knowledge distribution among the SHEL resources. More-
over, the definition of the overall system architecture and
the specification of general system requirements give a
frame for detailing specific functionality in the assigned
system component. Other sources bypassing the functional
requirements specification are expert knowledge from the
different members participating in the design team [12],
technological advances influencing the projected system,
as well as overall project goals driving the organisation to



Table 1

Internal reliability and target values for the System Monitor

Attribute Target

Quality subsubcharacteristic

Quality subcharacteristic

Quality characteristic

System component

=1x10°h

Mean time between failures

Module fault density
Function coverage

Estimated reliability

Correctness

Reliability

System Monitor

= 10 faults per module
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100%
=70%

Test coverage

Test accuracy

Branch coverage

To be defined on first changes

Trend of module modification
Trend of requirement

modification

System evolution trend

to be defined on first changes

change the existing system. Table 2 shows an example of
the functional requirements for the RTC case study.

4.2. Cognitive requirements

Cognitive requirements are non-functional requirements,
which derive from the psychological demands of the
humans working within the system. These are frequently
neglected and often have led to incidents or system under-
utilisation. It is generally agreed that humans are an essen-
tial part in the operation of complex systems, because they
are better able to handle unforeseen events than machines
are. However, frequently they are considered as part of the
environment of a computer system to be designed, rather
than part of the system itself. This fails to take into account
the importance of the interaction of the humans and the
various artefacts. More promising is the Distributed Cogni-
tion approach [11], which maintains that a complex system
is composed of humans, hardware and software artefacts.
The knowledge is distributed over all the components of the
complex system. Cognition cannot be understood by analys-
ing or observing the human in isolation, but rather by
analysing the complex socio-technical system as a cognitive
entity. This allows understanding that work processes are
performed by a dynamic combination of the different system
resources (i.e. Hardware, Software and Liveware).

The conception of distributed cognition leads to a variety
of new, cognitive requirements, which the system has to
meet. Since the knowledge required to perform a process
is distributed over the resources, a generic cognitive require-
ment is that the required knowledge for a human to react to
unforeseen events needs to be available to him/her. Exam-
ples of cognitive requirements are “Status of the support
system should be obvious at all times”, or “Train path moni-
toring should be done such that data is available after possi-
ble support system breakdown”. The cognitive, non-
functional requirements will map eventually onto functional
requirements, some of which may be implemented by a
dynamic function allocation scheme, e.g. “All functions
offered by the support system concerning the selection of
train paths need to be executable also manually”, or “All
functions offered by the support system need to offer a facil-
ity to switch them on or off”. Another example (not imple-
mented by dynamic function allocation), with respect to the
above non-functional requirement is ‘“Train path monitoring
should be done redundantly on a permanent hardware
medium”. Such a redundant distribution of knowledge
allows performing the process even after the breakdown
of some of the involved resources.

4.3. Quality requirements

The quality requirements for the control system have
been extensively discussed in Ref. [7]. The software archi-
tecture for the control system consists of three main compo-
nents (four with the operator), the System Monitor, the Man
Machine Interface, and the Decision Support System. Each
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Table 2

An example of a classification of SHEL requirements and types of requirements
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Function ID SHEL requirements

SHEL space resources

Type of requirements

Description S H L SHL F C Q
1 Provide information * * *
1.1 Reliable information * * * *
1.2 Required information * * * * * *
1.2.1 Characteristics of trains * *
1.2.2 Characteristics of tracks * *
123 Characteristics of stations * *
1.3 When it is required — to * * * * * *
have it at any time
1.3.1 As quickly as possible * * * *
132 Long term (as feedback) * * *
133 Constant/permanently * * * * *
available information
1.4 Adaptive information, when * * *
it is needed
1.5 Adaptive — how to display * * *
1.6 Provide feedback from * * * * *
actual status of the entities
involved in the system
1.6.1 For theoretical planning * *
1.6.2 For decision making (from * * * * *
history of movements)
1.7 Visualise deviation from * * *

actual to theoretical

component has a different task, hence different quality
requirements.

According to the standard ISO 9126 [13], the quality
model consists of a set of important quality characteristics
for the final product. Quality subcharacteristics and attri-
butes refine the quality model. Attributes are directly
measurable software properties that quantify the quality
sub-characteristics. Quality characteristics and sub-charac-
teristics can be internal or external representing respectively
the design view and the end-user view. Internal quality
attributes are measurable properties of the software product
on its development process that influence the final product
quality. The internal attributes are related to one or more
external quality characteristics of the quality model accord-
ing to the quality view that is suitable for the specific
project.

A set of quantitative targets identify specific boundaries
on the internal quality attributes, which are also used to
monitor the project progress. Once a product is undergoing
final testing or has been released to a limited user popula-
tion, it is necessary to measure the actual quality achieve-
ment. Thus, the measures over the external quality attributes
are compared with the foreseen targets to confirm that the
software product meets the requirements. These require-
ments, usually referred to as quality requirements, describe
the user needs and are quantified in terms of values (targets)
for specific external attributes.

Table 1 shows the internal reliability defined for the
system monitor of the case study together with the target

values for the attributes. We do not describe the entire qual-
ity model for the sake of brevity. In order to identify the
quality characteristics and to define the quality requirements
for the project, the work analysis was quite useful. Work
analysis results allow to better understand the integration of
the system into the work environment. It is possible to
analyse deeply the work performed by the operator and
the system. The user viewpoint has been used to refine the
characteristics of the quality model. The quality require-
ments are based on the system aspects pointed out from
the user.

4.4. Requirements integration

The section shows all the issues that we encountered to
integrate the different types of requirements of the case
study. Integration of functional, cognitive and quality
requirements is not an easy task. The discussions we had
during the project were characterised from the different
viewpoints each of us had — biased from our background
discipline. We took into account separately functional,
cognitive and quality requirements. Hence, the first phase
of the work was to encounter the different types of require-
ments as described above. During these discussions it was
also important to realise and accept the different viewpoints
on system characteristics the others had developed. Finally,
our discussions aimed to identify a suitable way for integrat-
ing soundly and reasonably our work.

Table 2 shows an example of the SHEL requirements
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classified in terms of type of resources” (i.e. Software, Hard-
ware and Liveware) and type of requirements (i.e. Func-
tional, Cognitive and Quality). The requirements are the
result of the work analysis and the synthesis of user needs.
The SHEL view and the classification of requirements
provide a holistic design perspective, which is useful not
only for designing the control system, but also for defining
new activities and procedures that need to be designed
together with the new system.

The following points summarise our experiences and
lessons learnt for integrating functional, cognitive and qual-
ity requirements:

e C(lassical requirements engineering approaches do not
support the integration of different types of requirements.

e Most of the requirements engineering approaches focus
on the process of defining requirements without taking
into account specific product aspects.

e The attempt of integrating different methodologies (e.g.
work analysis and software quality) dealing separately
with functional, cognitive and quality requirements
resulted to be costly.

e The relation between different types of requirements (e.g.
functional—cognitive, quality—cognitive and functional—
quality) is not clear.

e The different types of requirements represent redundan-
cies, which may increase inconsistencies. An effective
representation of integrated requirements can improve
our ability to assess their completeness and correctness.

e An effective representation of integrated requirements
could improve our ability to manage changes in the
requirements. The origins of requirements evolution are
due to the different stakeholders involved in the devel-
opment process. Hence any change in the specific envir-
onment will affect requirements. Managing integrated
requirements can be an effective way to obtain change
tolerant processes and requirements.

5. Conclusions and further work

The paper points out a set of issues to integrate different
types of requirements, which have been defined by a
systemic requirements engineering process taking into
account a holistic view of the system. The identified issues
represent a checklist for comparing requirements engineer-
ing approaches. Currently most of the methods in require-
ments engineering do not support all the features required
for an integrated methodology. Moreover, the set of issues
for integrating requirements represents a work plan suggest-
ing possible research directions and updates for require-
ments engineering methodologies. We strongly suggest to

% Requirements classified as SHL are those which involve all the SHEL
resources. The classification depends on the granularity of the representa-
tion of requirements.

tackle all the issues identified in order to obtain integrated
requirements specifications fitting the holistic expectations.
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