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Abstract. The future development of Air Traffic Management (ATM),
set by the ATM 2000+ Strategy, involves a structural revision of ATM
processes, a new ATM concept and a system approach for the ATM net-
work. This requires ATM services to go through significant structural,
operational and cultural changes that will contribute towards the ATM
2000+ Strategy. Moreover, from a technology viewpoint, future ATM ser-
vices will employ new systems forming the emergent ATM architecture
underlying and supporting the European Commission’s Single European
Sky Initiative. Introducing safety relevant systems in ATM contexts re-
quires us to understand the risk involved in order to mitigate the impact
of possible failures. This paper is concerned with trust in technology.
Technology innovation supports further (e.g., safety or performance) im-
provements, although there is often a lack of trust in changes. This paper
argues that organizations need to identify trust strategies and policies
supporting the delivery of technology innovation. Moreover, the identi-
fication of trust strategies and policies supports the understanding of
subtle interactions between diverse, often competing, system objectives.

1 Introduction

Computer systems support diverse human activities (e.g., monitoring, decision
making, etc.). The introduction of new computer systems, or the upgrade of
existing ones, in any environment often modifies work practice. For instance,
system operators often need to adjust their procedures around new systems.
Moreover, systems may act as a means of communication/mediation between
human beings. Complex interactions [I7] emerge as results of changes (e.g., en-
vironmental changes, new computer systems, adjusted work practices, etc.). The
introduction of new technology often requires the re-negotiation of social organi-
zations (e.g., responsibility and accountability) as well as overall system features
(e.g., safety). Change gives rise to uncertainties with respect to computer sys-
tems. For instance, in the Air Traffic Management (ATM) domain, air traffic
controllers often react to system changes or failures by managing less traffic in
their air spaces. Uncertainties require of us an extent of trust (e.g., with respect
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to computer systems). Unfortunately, changes often trigger mistrust. Norman,
for instance, reports how the introduction of questioning between pilots in work
practice, initially, triggered a lack of trust in the commercial aviation community
[46]. However, the new practice, eventually, produced increased safet. Simi-
larly, empirical studies point out the relationship between trust in automation
and effectiveness of human intervention in continuous process control [43]. Hu-
man Reliability Analysis (HRA) highlights how the “human component” affects
the overall performance and reliability of heterogeneous systems [29].

Technology involves an extent of risk [50], regardless our knowledge or trust
in it. Any time we use or rely on technologies we take risks. Understanding trust
is very important in presence of uncertainties with respect to computer systems
and, generally speaking, socio-technical systems. On the one hand technology
supports human activities. On the other hand it is a source of harm. Engineer-
ing safety-critical systems involves risk analysis [34/55] as part of safety analysis
in order to identify safety requirements, although assessing the benefits of tech-
nology exposes the limits of pure technical arguments [25]. Whatever is the risk
associated with technology, social aspects constrain risk perception - “Accept-
able risk is a matter of judgement” [10]. However, social and cultural aspects
affect judgement [10]. For instance, MacKenzie analyzes how social connectivi-
ties affect global financial markets [37]. In particular, the study highlights how,
even, electronic mediated trading relies on trust between traders communicating
by computers [37]. This further points out contingencies between cooperation
(competition) [44] and emergent trust (mistrust).

This paper analyzes trust in the context of Air Traffic Management (ATM).
The future development of ATM, set by the ATM 2000+ Strategy [13], involves
a structural revision of ATM processes, a new ATM concept and a systems
approach for the ATM network. Despite the overall objectives [13], emerging
lack of trust may undermine any improvement in the aviation domain (e.g.,
increased safety and performance). Ongoing research (see, Section 2) is debating
and addressing the notion of trust: What is trust? How to model trust? Section 2
acknowledges that it is important to understand trust. But, it argues, too, that it
is important to investigate trust dynamics. Trust strategies and policies should
capture how socially constructed risk and knowledge (e.g., system reliability)
interact each other. This paper stresses trust strategies (in terms of game theory)
and trust policies for the investigation of interaction between trust, risk and
knowledge. This paper is structured as follows. Section 2 reviews models of trust.
Section 3 highlights the current developments in ATM. Section 4 introduces trust
games and elaborates the motivations for trust strategies and policies in ATM.

1 “Obviously, getting this process in place was difficult, for it involved major changes in
the culture, especially when one pilot was junior. After all, when one person questions
another’s behavior, it implies a lack of trust; and when two people are supposed to
work together, especially when one is superior to the other, trust is essential. It took
a while before the aviation community learned to take the questioning as a mark of
respect, rather than a lack of trust, and for senior pilots to insist that junior ones
question all of their actions. The result has been increased safety”, p. 145, [46].
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Trust games capture processes of negotiating, may be competing, over different
objectives (e.g., increased safety or performance) limiting phenomena of risk
homeostasis (e.g., increased system reliability or safety may imply a decreased
risk perception favoring risk-taking strategies or behaviors) [29J30] - Is trust in
technology appropriate to the risk? Section 5, finally, draws some conclusions.

2 On Trust

Modelling has steadily acquired an important role in presence of uncertainty
of software-intensive systems [35]. On the one hand, modelling addresses un-
certainty of software-intensive systems. On the other hand, it is necessary to
contextualize the trust in modelling, that is, acquire trust in models in context.
This section reviews diverse models of trust. The diverse models highlight an
ongoing debate on the nature of trust. This points out the complexity of trust.
Although it is unfeasible, and may be unnecessary, to take a definitive model
of trust, models further support the understanding of underlying mechanisms
of trust. McKnight and Cherwany propose a typology of trust [39]. The typol-
ogy consists of six trust constructs: Situational Decision to Trust, Dispositional
Trust, System Trust, Trusting Beliefs, Trusting Intention and Trusting Behavior.
Later, McKnight and Cherbany [41] extend the typology of trust to the notion
of distrust, as opposed to trust. Although the typology addresses the lack of an
unified trust definition, it provides limited support to understand the dynamics
of trust formation [42].

The shortcomings of security mechanisms [2] have motivated the increasing
interest for the formalization of trust in global computing scenarios [6]. Recent
research [6/45] proposes formal models that capture to some extent the typology
of trust [39]. Trust constructs, therefore, allow believes to emerge [39]. Other for-
mal models [TI59] exploit the trust constructs and the belief formation processes
in order to stress trust into design [46]. Furthermore, formal representations in-
vestigate the dynamics of trust [I6]. In particular, formal models capture how
social connectivities [37] influence the formation of trust in situated relationships
(or interactions) between peers [16]. Recent research has exploited similar trust
models in order to investigate trust in e-commerce [2212440] or other domains
involving human-machine interactions [§]. Other research has, instead, inves-
tigated quantitative aspects of trust [22[24I56]. However, experimental results
expose the limits of extending quantitative approaches to human behaviors [4§].

Another aspect of trust is related to its role at the organizational level
[23132136/49]. It is evident how the formation and perception of trust within, and
between, organizations follow mechanisms grounded in the social and cultural
nature of trust and risk perception [T0J54]. Douglas and Wildavsky elaborate risk
perception from a social viewpoint [I0]. They analyze how social organizations
perceive risk differently [I0]. They initially take into account four problems of
risk [I0]. The four problems consider risk as a joint product of knowledge about
the future and consent about the most desired prospects. It is possible to identify
the best solution when knowledge is certain and consent complete. The problem,
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in this case, is technical and the solution is one of calculation. By contrast, if
consent is contested, the problem is one of disagreement about how to assess
consequences. In this case the solution requires further coercion or discussion.
In the case in which the consent is complete and the knowledge is uncertain,
the risk is related to insufficient information. Therefore, the solution involves
research. The last case (i.e., knowledge is uncertain and consent is contested) is
how any informed person would characterize risk assessment. In safety-critical
systems [34I55], for instance, safety analysis relies on assessment methodology
(e.g., FMEA, HAZOP, FTA, etc.) in order to solve the problem of knowledge
and consent. Safety assessment gathers evidence in order to acquire consent and
confidence over safety arguments and past experiences. Note that diverse argu-
ments may affect each other (e.g., a negated reliability argument of fault free
may invalidate a formal argument of correctness) [4l5].

Trust in technology is therefore an emergent judgement depending of knowl-
edge becoming available eventually. Trust in technology mediates different per-
spectives (e.g., engineering knowledge or safety arguments) and stakeholders
(often interacting by technological artifacts). Trust in technology as emergent
socially influenced judgement relates (whether directly or not) knowledge and
assessed risk influencing its perception. On the other hand, trust in technology
is the result of complex interactions [50] shaping (e.g., negotiating) knowledge.
This paper pinpoints basic mechanisms capturing emergent trust (strategies and
policies) relating technological knowledge and risk.

3 Safety, Risk and Trust in ATM

The ATM 2000+ Strategy [I3] involves a structural revision of ATM processes,
a new ATM concept and a system approach for the ATM network. The overall
objective [13] is, for all phases of flight, to enable the safe, economic, expedi-
tious and orderly flow of traffic through the provision of ATM services, which
are adaptable and scalable to the requirements of all users and areas of Furopean
airspace. This requires ATM services to go through significant structural, opera-
tional and cultural changes that will contribute towards the ATM 2000+ Strat-
egy. Moreover, from a technology viewpoint, future ATM services will employ
new systems forming the emergent ATM architecture underlying and supporting
the European Commission’s Single FEuropean Sky Initiative.

ATM services, it is foreseen, will need to accommodate an increasing traffic, as
many as twice number of flights, by 2020. This challenging target will require the
cost-effectively gaining of extra capacity together with the increase of safety lev-
els [38/47]. Enhancing safety levels affects the ability to accommodate increased
traffic demand as well as the operational efficiency of ensuring safe separation
between aircrafts [50]. Unfortunately, even maintaining the same safety levels
across the European airspace would be insufficient to accommodate an increas-
ing traffic without affecting the overall safety of the ATM system [I1]. Suitable
safe conditions (e.g., increased safety levels) shall precede the achievement of
increased capacity (in terms of accommodated flights).
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The introduction of new safety relevant systems in ATM contexts requires
us to understand involved hazards in order to assess the risk and mitigate the
impact of possible failures. Diverse domains (e.g., nuclear, chemical or trans-
portation) adopt safety analysis that originates from a general approach [34I55].
The unproblematic application of conventional safety analysis is feasible in some
safety-critical domains (e.g., nuclear and chemical plants). In such domains,
physical design structures constrain system’s interactions and stress the separa-
tion of safety related components from other system parts. This ensures to some
extent the independence of failures. Unfortunately, ATM systems and procedures
have distinct characteristics (e.g., openness, volatility, etc.) that expose limita-
tions of the approach [T7I820/T9]. ATM systems operate in open and dynamic
environments where it is difficult completely to identify system interactions (e.g.,
between aircraft systems and ATM safety relevant systems) [I7UI8J20/19]. Un-
fortunately, these complex interactions may give rise to catastrophic failures.
Hence, safety analysis has to take into account these complex interaction mech-
anisms (e.g., failure dependence, reliance in ATM, etc.) in order to guarantee
and, possibly, increase the overall ATM safety as envisaged by the ATM 2000+
Strategy [[7UIB20/IY).

Trust is steadily acquiring an important role in the design of socio-technical
systems [46]. This is also driving recent research in ATM [I4]. The interaction
of trust with system features (e.g., system reliability) highlights contingencies
in understanding the role of trust with respect to system dependability and
risk perception. The contextualization of trust in ATM [I4] identifies four main
relevant aspects: Automation, Understanding Trust, Trust and Human-Machine
Systems and Measuring Trust. The level of automation takes into account to
which extent human and machine cooperate in performing an activity. Automa-
tion is, defined as [14], a device or system that accomplishes (partially or fully) a
function that was previously carried out (partially or fully) by a human operator.
The notion of automation influences the understanding of trust in the ATM con-
text. Trust is, defined as [I4], the extent to which a user is willing to act on the
basis of, the recommendations, actions, and decisions of a computer-based ’tool’
or decision aid. This definition of trust originates from general models of trust.
Complacency, may be, distinguishes the ATM domain from others. Complacency
is a kind of automation misuse, which takes into account those situations char-
acterized by an operator’s over-reliance on automation resulting in the failure to
detect system faults or errors [I4]. Although trust and reliability have an impor-
tant role in ATME, air traffic controllers accept (unreliable) tools as far as they
understand the failure modes [T4]. Note that the competence of tool contributes
to the overall trust according to a simple model identified in [I4]. Similarly to
other domains, ATM is seeking to understand the conceptualization, as well as
the quantification, of trust.

2 “Trust is an intrinsic part of air traffic control. Controllers must trust their equipment
and trust pilots to implement the instructions they are given. The reliability of new
systems is a key determinant of controller trust”, [14].
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4 Trust Strategies and Policies

The ATM context provides many examples in which trust and risk may ex-
hibit competing behaviors. For instance, the introduction of new ATM tools
alms to support air traffic controllers as well as to increase system performance.
However, regardless the (safet% assurance given to the controllers, they often
exhibit an initial lack of trustt] (in system evolution) by managing less traf-
fic than planed. This results in economic pressures on the ATM system and
customer dissatisfaction. The Short-Term Conflict Detection (STCD) system
provides an instance of accepted technology innovation that may result in mis-
trust or, worst, unsafe behaviord]. Figure [l shows a Value Net [44] for the ATM
domain.

CUSTOMERS:
Airlines,
Flyight Customers, etc.

COMPLEMENTORS:
Safety Regulators, e.g.,
Cicil Aviation Authority (CAA),
EUROCONTROL, etc.

COMPETITORS:
Alr Traffic Providers, e.g., A— ATM —

NATS, ENAV, etc.

SUPPLIERS:
Air Traffic Controllers, Unions,
System Manufacturers, etc.

Fig. 1. The value net for ATM

The value net represents all the players and the interdependencies among
them. Along the vertical dimension of the value net are customers and suppliers
[44]. Along the horizontal dimension are competitors and complementors [44].
This section articulates the motivations for trust strategies and policies.

3 “A well-known problem connected with the introduction of a new system (or even
changes to an existing system) is that people in the workplace may feel threatened,
alienated or otherwise uncomfortable with the change”, p. 19, [12].

“Mistrust in automation may develop from annoyance about false alarms, for ex-
ample. While system tools as Short-Term Conflict Detection (STCD) have generally
received widespread acceptance among operators, it is crucial for the operator to de-
velop trust in the system. High trust (overtrust or complacency) in automation may
on the other hand lead operators to abandon vigilant monitoring of their displays
and instruments.”, p. 37, [12].

IS
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4.1 Trust, Risk and Knowledge: A Game

Various models capture to some extent the notion of trust, although there has
been little attention in the investigation of the dynamics of trust. Social aspects
of trust and risk perception [I0] stress the interaction between trust, risk and
knowledge [23]. Therefore, a social viewpoint provides a convenient intersection
between risk, trust and technology. The different relationships (e.g., indepen-
dence, mediation and moderation) between trust and risk affect emergent behav-
iors [23]. These relationships between risk and trust highlight different behaviors.
The interaction between trust and risk perception founds grounds in the social
aspects of technology [I0]. The characterization of trust and risk [23] suggests
that the underlying constructs interact in the formation of trust and the percep-
tion of risk. This interaction origins from the social aspects of trust and risk [10].
Many models address the understanding of trust and risk, although they often
treat these aspects in isolation. Whereas, social aspects stress their interdepen-
dency. This section presents the interaction between risk, trust and knowledge as
a game (in terms of game theory). The underlying idea is to contextualize (i.e.,
put the risk and trust interdependency into perspective) the conceptualization
of risk, with respect to knowledge and consent, in the case of trust in ATM, with
respect to system reliability. It is possible to capture the interactions between
trust and risk as trust games extending the Prisoners’ Dilemma.

The Prisoners’ Dilemma is a (decision support) game that captures those sit-
uations in which there might be competing or cooperative stakeholders having
different viewpoints. The prisoners’ dilemma has been extensively investigated
and used in social, economic, and political contexts [3[9U33J44]. In the Prisoners’
Dilemma, two prisoners are placed in separate cells. Both prisoners care much
more about their personal freedom than about the welfare of their accomplice.
They may choose to confess or remain silent. If they both confess, they will
receive reduced convictions (i.e., reward for mutual cooperation). If they both
remain silent, they will receive minimal convictions (i.e., punishment for mutual
defection). However, if they disagree (i.e., a prisoner confesses and the other
remains silent, and vice versa), the silent one will receive the full conviction.
Whereas, the one who confessed will be freed. The dilemma here is that, what-
ever the other does, each is better off confessing than remaining silent. But the
outcome obtained when both confess is worse for each than the outcome they
would have obtained had both remained silent. Note that different matrices and
different rules identify different characterizations (e.g., symmetric, asymmetric,
iterative, etc.) of the prisoners’ dilemma [33]. The prisoners’ dilemma captures
those situation in which two players have conflicting interests. Although the
two players have their own interests in winning the game, the better strategy
corresponds to cooperation [3]. It is possible to identify different heuristics de-
pending on whether or not dominant strategies exist [9]. Therefore, the prisoners’
dilemma captures those situations that may result in cooperation or competition
(i.e., co-opetition [44]). The prisoners’ dilemma captures trust between individ-
uals (or groups of individuals). People have to collaborate in order to improve
their situations. If they trust each other, they have a cooperative strategy.
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Trust games as extensions of the Prisoners Dilemma enable the modeling of
realistic scenarios [52]. Several studies use the prisoners’ dilemma in order to
characterize trust, e.g., in computer-mediated communications [52]. Unfortu-
nately, social connectivity [37] exposes the limitations of interpreting the rate
of cooperation (measured in terms of collective pay-off) as the level of trust in
computer-mediated communications [52]. Characterizations of trust based on the
basic prisoners’ dilemma partially capture trust complexity. Trust games extend
the prisoners’ dilemma in order to overcome some of its practical limitations
[62]. Trust games capture real scenarios that exhibit asynchronous and asym-
metric properties, which expose the limitations of the prisoners’ dilemma [52].
In particular, asymmetric games capture differences of risk perceptions among
individuals, actors or agents (e.g., systems, business competitors, users, etc.).
Risk perception affects interactions. Figure 2l shows a representation of a trust
game.

Knowlegde 1 Knowlegde
1
R1 S1 1 R2 S2
Consent I Consent
T1 P1 : T2 P2
Player 1 : Player 2

Fig. 2. A Trust Game

The game involves two players: Player 1 and Player 2. The two players have
some common knowledge [51] about the system (e.g., system reliability). The two
players have different strategies according to their expected pay-offs (or convic-
tions). For instance, Player 1 (i.e., complete-certain) can have complete consent
and being certain of the system reliability. That is, Player 1 trusts the common
knowledge and expect a similar behavior from Player 2. This corresponds to R1
in the pay-offs matrix (see, Figure[2)). The other pay-offs, i.e., T'1, S1 and P1, cor-
respond to the different combinations of consent and certainty about knowledge,
i.e., contested-certain, complete-uncertain and contested-uncertain, respectively.

Although the two players partially have some common knowledge about the
system, the two players will normally choose their dominant choice (i.e., defec-
tion: P1 and P2). Thus, each will get less than they both could have gotten if
they had cooperated (i.e., cooperation: R1 and R2) [3]. If they play a known
finite number of times, the players would have none incentive to cooperate. By
contrast, if the players will interact an indefinite number of times, coopera-
tion can emerge [3]. Each player chooses the preferred strategy independently
(that is, without knowing each other strategy). Player 1 would like to have a
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dominant strategy such to have correct trust in technology. However, Player 2
would prefer to have a dominant strategy such to have complete consent in the
risk associated with technology. Once the two players have decided their strate-
gies, Player 1 exhibits the chosen trust in technology and exhibits relevant
evidence (e.g., high reliability or low reliability). Player 2, then, according to
the chosen strategy (i.e., certain or uncertain knowledge), can have a contested
or complete consent of the knowledge exhibited (e.g., high or low reliability).
The unfolding of the game identifies different strategies (e.g., trust as well as
risk taking). The two players may have different overall objectives or cooperate
towards common objectives. The next section shows how the game allows the
understanding and the characterization of the relationship between trust, risk
and knowledge. Moreover, playing the game identifies trust strategies.

4.2 Trust Strategies

This section highlights that trust games allow the characterization of trust in situ-
ated (risk) contexts. Trust games take into account that risk perception and trust
may behave as opponent (or competing) forces, regardless the (system) knowledge
(e.g., system reliability). Playing trust games shows whether the two players ex-
hibit cooperative or competing strategies [44]. Once the players have chosen their
strategies (i.e., trust or mistrust, and certain or uncertain), they both have lim-
ited choices for the next move. For instance, if Player 1 has trust in technology,
whatever the knowledge about it. Player 1 can only exhibit partial knowledge
about the system (e.g., high reliability or low reliability). Although, it seems a
contradiction there are cases in which people have trust in technology, despite low
reliability, because they understand it. Similarly, Player 2 may have a contested
or complete consent over the knowledge in alternative strategies of certain or
uncertain knowledge.

Figure Blshows an example of possible choices (in terms of decision tree) when
both players have trust in knowledge about the system. The decision tree shows
the different combinations and identifies the different outcomes. In this case,
full cooperation between the ATM service provider and Air Traffic Controllers
is a possible outcome. Let us assume that both players Player 1 and Player 2
(e.g., ATM provider and Air Traffic Controllers) have certain knowledge of sys-
tem reliability. Player 1, therefore, can be in two situations: R1 or 7T'1. Similarly,
Player 2 can choose R2 or T2. FigureBlshows the different cases. For instance,
the combination T'1 and R2 may result in a risk taking strategy, because there is
a complete consent on over-trusting the system according to certain knowledge.
This could be the case, when unreliable technology is still adopted, because the
air traffic controllers understand the failure modes. Therefore, they systemati-
cally work-around faulty conditions. Another example is the situations in which
there is a complete consent in technology trust according to certain available
knowledge (i.e., R1 and R2). This would be the optimal case in practice for
trust strategies - people have trust in reliable technology.

The combination of the different conditions allows the identification of poten-
tial strategies. However, any strategy may require further commitments in terms
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of resources (e.g., financial investment) and activities (e.g., gathering further ev-
idence). Similarly, it is possible to explain and analyze the other conditions and
the cases of mistrust in technology. Note that the players may engage two different
types of games: a cooperative game or a competitive game. The cooperative game
corresponds to situations in which both players have common objectives, despite
that they might have different understanding how to achieve them. The compet-
itive game corresponds to those situations in which both players have different
objectives (e.g., customer vs. supplier, regulator vs. service provider, etc.).

4.3 Trust Policies

Cooperation or competition among ATM actors stress the characterization of
trust strategies in terms of (multi-agent) trust games. Policy-based frameworks
(e.g., KAoS [57I58]) differently support the building on trust (strategies) within
organizations. For instance, KAoS policy supports the specification, analysis,
disclosure and enforcement for semantic web services [57I58]. KAoS provides
a framework in which agents will discover, communicate and cooperate with
other agents and services. Therefore, KAoS enables the specification of trust
policy-based management systems. Hence, trust policy-based management sys-
tems extend trust management systems [3153]. However, trust policies, in this
way, represent and extend security mechanisms within specific virtual organi-
zations. Trust policies would enhance to a certain extent trust, although they
provide limited support for organizational trust.

Policies in safety-critical domains, for instance, are differently decomposed
in order to constrain the behavior of a System of Systems (SoS) [27]. A goal-
based approach is used to decompose safety policies, which represent a means
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for achieving safety. Although structured notations support the decomposition
process, they face evolution [20]. However, It is possible to captures emergent
complex interactions [I7]. Modeling enables the characterization of evolutionary
structures [21], although it is still required the identification of change strategies.
This stresses the interactions between trust strategies and (structured) trust
policies.

4.4 A Matter of Knowledge

This section points out a characterization of trust games in a logical framework
for reasoning about knowledge and uncertainty [I5I28] . The logical framework
allows the characterization of knowledge (uncertainty) in multi-agents systems
[15]. Therefore, the framework easily captures trust games. The basics consist
of well-established results in modal logic [7I15]. Although the theoretical results
in modal logic extend over several levels of expressiveness (e.g., intuitionistic,
propositional, first-order, etc.), this section refers to a simple propositional modal
logic. Modal logic allows the formalization of the intuitions about necessity and
possibility. There exist many different representations that describe modal logic.
Most of them are equivalent from a theoretical viewpoint. A semantics for propo-
sitional modal logic relies on the possible worlds framework, Kripke structures or
Kripke frames. This allows us to define a notion of validity for modal logic, hence
Kripke models. Intuitively, the Kripke semantics interprets modal formulas like
worlds that are related each other by an accessibility relationship.

The basic framework of modal logic allows the modeling of multi-agents sys-
tems [I5]. For instance, in a group of agents (or players) G, given current infor-
mation, an agent may not be able to tell which of a number of possible worlds
describes the actual state of affairs. An agent is then said to know a fact, if
the fact is true at all the possible worlds (according to given knowledge). It is
possible to extend the modal logical framework in order to express the notions
of common knowledge and distributed knowledge [15]. To express these notions,
the language is extended with the modal operators “everyone in the group G
knows”, “it is common knowledge among the agents in G” and “it is distributed
knowledge among the agents in G” [15]. This allows the modeling of multi-agents
systems or trust games.

5 Conclusions

The social aspects of trust and risk perception highlight the interactions be-
tween trust, risk and knowledge. These interactions exhibit different behaviors
situated in contexts. The analysis of trust with respect to risk perception and
knowledge allows the characterization of practical situations in which trust, or
mistrust, emerges. This paper presents a trust game that captures the inter-
dependency between trust and risk perception. The trust game is an extension
of the prisoners’ dilemma. Unfolding the game corresponds to different trust
strategies. Moreover, the game captures the interdependency between trust and
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risk perception into contextualized (system) knowledge. Trust games capture
the interactions between risk, trust and knowledge that emerge in practice. Or-
ganizational (e.g., social and cultural) aspects constrain the game, that is, the
movements available to each player. Trust policies may capture these organiza-
tional constraints. Therefore, it could be the case that some practical situations
lack any achievable solution, that is, none of the player has a dominant strategy.
It is possible to formalize the game in a logical framework for reasoning about
knowledge (and uncertainty) [15128].

In conclusions, this paper analyzes the interaction of trust, risk and knowledge
in the context of Air Traffic Management (ATM). It is possible to characterize
the emergence of trust strategies and policies. Trust games highlight that trust
plays a crucial role with respect to risk and knowledge in order to achieve overall
objectives [I3] in the ATM domain. Although trust games capture the interac-
tion between trust, risk and knowledge, in practice, it is still challenging the
instantiation and construction of trust games (e.g., identification of the decision
matrix, rules, etc.). However, the paper stresses and justifies future investigations
of trust strategies and policies. Moreover, it provides a game-oriented character-
ization for the analysis of trust strategies and policies. Future formalization of
the game in theoretical terms would allow the identification of game conditions.
Future work aims to formalize the rules underlying trust games. Moreover, the
instantiation of trust games in situated context would allow the identification of
heuristics [26]. Future work intends to use trust games in order to investigate re-
lationships between different strategies (e.g., adoption of technology innovation,
system testing and validation, etc.) and policies. This would further support
the understanding and generalization of the notion of trust. However, organiza-
tions may, already, use and instantiate trust games in order to understand and
investigate how trust, risk and knowledge interact within their contexts.
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