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Abstract

Evolution is one of the major issues affecting system dependability as well as engineering activities
and environments. The most common understanding considers evolution as a phenomenon that needs
to be avoided. By contrast this paper takes into account evolution as a necessary feature of computer-
based systems. This paper reviews a taxonomy of evolution identifying a conceptual framework to
analyse evolutionary phenomena of computer-based systems as well as models of evolutions and their
limits. The taxonomy of evolution points out different dependability aspects of computer-based sys-
tems. In conclusion, this paper provides a conceptual framework to analyse evolution and its influence
on the dependability of computer-based systems.

1 Introduction

Computer-based systems are evolving citizens of the modern electronic mediated society. They are con-
tinuously (re)designed and (re)deployed in order to capture environmental evolution. Development life
cycles in software system engineering recognise the need to capture evolution by iterative processes. Evo-
lution of computer-based systems is a twofold concept. On the one hand evolution is an inevitable and
a needed aspect of computer-based systems. On the other hand the degradation of the dependability of
computer-based systems may be due to evolution and it may cause, in the worst case, catastrophic failures
[39, 46, 59].

The relationship between Evolution and Dependability is still vaguely understood. This is because
evolution and dependability are both complex concepts. There could be many different definitions of
evolution that apply to computer-based systems. Evolution can occur from the early stages of a system
(e.g., requirements evolution) to its deployment, use and decommission (e.g., corrective or perfective
maintenance). The existence of different (definitions of) evolutions is often misunderstanding and it gives
rise to practical issues as well. Dependability is defined as that property of a computer system such that
reliance can justifiably be placed on the service it delivers [34, 35]. With respect to the dependability of
computer-based systems evolution may be a means to increase it. On the other hand evolution is also a
major source of undependability for computer-based systems.

This paper takes account of the evolution of computer-based systems. Section 2 reviews a taxonomy
of evolution identifying a conceptual framework to analyse different evolutionary phenomena of computer-
based systems. Section 3 points out how the evolutionary phenomena differently relate to the dependability
of computer-based systems. In conclusion, this paper provides a conceptual framework to analyse evolution
and its influence on the dependability of computer-based systems.

∗This work has been partially funded by a grant of the Italian National Research Council (CNR) for research in Math-
ematical Science, Bando n. 203.01.72, Codice n. 03.01.04, Research Programme: “A Formal Framework for Requirements
Evolution”.
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2 Taxonomy of Evolution

This section reviews a taxonomy of evolution of computer-based systems. Figure 1 shows the evolutionary
space drew by the taxonomy.

Figure 1: Evolutionary space.

The two dimensions of the evolutionary space are:

from Evolution in Design to Evolution in Use - stressing the life cycle perspective (or, temporal di-
mension), i.e., evolution can occur during different phases of a system life cycle, since design until
deployment, use and further on.

from Hard Evolution to Soft Evolution - stressing where in the system evolution takes place (or, physical
dimension).

A point within the evolutionary space represents a tradeoff among different evolutionary phenomena. The
main evolutionary phenomena forming the evolutionary space are:

Software Evolution takes account of evolution from a product viewpoint.

Architecture (Design) Evolution describes how evolution is perceived at the design level.

Requirements Evolution represents an intermediate viewpoint. Requirements are used as a means of
interaction between stakeholders, thus requirements represent a natural place where to capture
information about the evolution of computer-based systems.

Computer-based System Evolution takes into account a systemic viewpoint that emphasises human factors
with respect to evolution.

Organization Evolution emphasises the interaction between the computer-based system and the sur-
rounding environment.

Notice that the evolutionary phenomena may overlap one another. Thus they need to be instantiated case
by case. These five different evolutionary phenomena have some similarities with other reference models
(e.g., [23, 47]) that categorise and structure engineering aspects of computer-based systems. The remains
of this section describe the different phenomena forming the taxonomy of evolution.
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2.1 Software Evolution

The problem of software evolution has been extensively investigated by Lehman et al [37, 38]. The in-
vestigation of software evolution as a natural phenomenon has lead to the identification of the E-type
programs (i.e., software systems). According to the Lehman’s laws of software evolution, E-type programs
continuously evolve in order to be satisfactory (for users) and (need) to accommodate environmental
changes. E-type programs have an increasing complexity if maintenance is not performed. They represent
multi-level, multi-loop, multi-agent feedback systems. In spite of the progress in software engineering man-
aging evolution is still challenging [36]. Software evolution (and in general evolution) is often considered
just a management issue [61] having little emphasis on software evolutionary features. Recent research
in Object-Oriented software [20] stresses that a product viewpoint may enhance our understanding of
software evolution. Three main patterns of evolutions have been identified:

Software Tectonics emphasises that software systems need to accommodate arising changes. It will involve
not just fixing bugs, but also fixing flaws introduced early in the design. Hence software has to be
implemented in order to support evolution, otherwise software changes will just increase software
complexity and destroy fundamental software structures. Moreover, software systems should be
adaptable to requirements changes by a series of small and controlled steps in order to avoid software
degradation.

Flexible Foundations catalogues the need to construct systems out of stuff that can evolve along with
them. That is, the basics (e.g., tools, languages, frameworks, etc.) of each system should be able
to evolve themselves in order to support the software system evolution as a whole. Notice that the
Flexible Foundations pattern focuses on the system’s infrastructure (or architecture) and not on the
specific implementation code.

Metamorphosis shows how equipping systems with mechanisms that allow them to dynamically manip-
ulate their environments can help them better to integrate in these environments in order to fulfil
evolving requirements. There exist different mechanisms supporting the Metamorphosis pattern.
For instance, extendible systems allow users to add new features. Differently mutable systems allow
users to change their existing features.

Software Metrics may capture evolutionary properties of software and relate them to software quality
[18, 27, 28, 30, 54]. Metrics quantify how software has been modified, e.g., in terms of Lines Of Code
(LOC). Specific metrics assess software reliability and probabilistic models, namely Reliability Growth
Models, predict the evolution of software reliability [43]. With respect to evolution Software Reliability
Growth Models present some applicability limits [17, 42]. The basic assumptions (e.g., features of the
models inadequately fit real conditions in software development processes.

In spite of the limits of quantitative approaches recent research [5, 13, 22, 32] in empirical Software
Engineering has emphasised how the use of specific quantitative models may estimate evolutionary software
features. Antoniol at al. in [5] propose a quantitative model in order to estimate the size of changes for
evolving Object-Oriented systems. The model has been assessed and evaluated on a case study. Coleman
et al. in [13] use software metrics to evaluate the maintainability of 11 industrial software systems. Their
experience points out that even simple models may support the decision making process at different
stages of the software life cycle. Graves et al. in [22] devise different statistical models to evaluate the
likelihood of faults introduced into modules based on the history of changes. The results emphasise the
relationship between software changes and faults. Moreover, they evaluate the proposed models in order
to assess their performance and accuracy. Kemerer and Slaughter in [32] propose an empirical approach to
studying software evolution. They furthermore emphasise how it is difficult to conduct empirical analyses
on software evolution due to the lack of evolutionary data.

2.2 Architecture (Design) Evolution

At the design level, the role of the system architecture may be unclear with respect to evolution. Ar-
chitecture evolution is risky if it is not controlled around specific variation points that may characterise
product lines [10], even if the evolutionary process and the architecture are well defined and understood
[33, 56]. The architectures of product lines [10, 62] represent the extent to which system families can
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capture future needs. Our ability to predict evolution is therefore crucial in the definition of product lines.
The architecture should implement the most suitable trade off between generality and specificity.

Although the architecture is so important, its evolution may be misleading. There exist in general two
(three) types of evolutions: the architecture evolves or its components evolve (everything evolves). Despite
what people may think about the architecture’s evolution, empirical results [1] show that the architecture is
a stable part of those systems that have stringent safety and security requirements (constraints). Related
research in requirements engineering [48] supports these empirical results by emphasising that stable
requirements have origin in the business core. The more constrained is the business, the more evident is the
relation between the architecture’s stability and the business core. Further progress [44] on the evolution
of Object-Oriented architectures supports these results by stating that: “...A software architecture is a
collection of elements that share the same likelihood of change. Each category contains software elements
that exhibit shared stability characteristics. ...A software architecture always contains a core layer that
represents the hardest layer of change. It Identifies those features that cannot be changed without rebuilding
the entire software system.”

2.3 Requirements Evolution

Requirements evolution has been mainly considered a management problem, rather than a feature of
computer-based systems. Requirements Engineering literature has little emphasis on software evolutionary
features [26, 53, 57, 63]. Despite this empirical analyses of industrial case studies point out that it is
impossible to frozen requirements, but it is possible to analyse the extent to which requirements evolve
in order to identify the stable ones and the most likely to change [1, 2, 3, 25, 26, 48, 58]. Since its
recognition Requirements Engineering has received an increasing interest within Software Engineering
and has acquired a multiperspective role towards model-based software engineering [60]. There exist
structures that support the construction of models towards Requirements Evolution.

Types of Requirements allow to classify the origins of stable and changing requirements and to identify a
conceptual framework for changing requirements [48]. The Proteus Project [48] suggests three main
strategies dealing with requirements changes. The proposed strategies are reducing changes, facilitat-
ing incorporation of changes and identifying needs for changes as early as possible. These strategies
make use of enabling technologies like predictive analysis of changes, traceability of requirements,
formal framework for representing and reasoning about changes, and prototyping. Guidelines and
checklists support the strategies dealing with requirements changes.

Dependencies between Requirements [3] may be redefined across subsequent releases in order to minimise
them and effectively to assess the impact of changes.

Types of Changes ,e.g., adding, deleting and modifying requirements, define how changes alter require-
ments specifications. It is possible to quantify requirements evolution by counting occurring (types
of) changes. Requirements specification templates (e.g., [29, 52, 53]) may identify other (types of)
attributes that are worthwhile monitoring in order to understand requirements evolution.

further refinements of documents as well as analyses.

Requirements Traceability [14, 15, 31, 49] provides further information to analyse requirements evolution,
but it is insufficient. Requirements traceability is an important aspect to deal with evolution [6, 31].
Traceability represents not only an additional information to be collected (and maintained), but also
a strategic policy involving an entire software organisation [49]. Traceability maintenance consists of
strict processes and tools, which allow to identify relationships between the software organisation and
the software product [31]. We can then enhance our ability to specify and to represent requirements
evolution by combining traceability with other evolutionary information.

We can then represent requirements evolution in terms of the above structures. The combination of struc-
tured requirements evolution together with formal requirements specifications [48, 21, 65] may be useful
in order to support formal as well as quantitative reasoning on requirements evolution. The integration
of formal requirements specifications with empirical information is still challenging in requirements en-
gineering. There are still few quantitative approaches that successfully capture requirements evolution
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[1, 4, 27, 28, 55]. The lack of practical experience in monitoring long term information and the lack of
evolutionary data often limit our ability in monitoring and understanding evolution as well as to estimate
the cost of changes [7, 8, 9].

2.4 Computer-based System Evolution

The term “computer-based system” emphasises the human aspects within socio-technical systems. Com-
puter systems (consisting of hardware and software) do not exist in isolation. They are part of the
information society. On the other hand, an holistic view of computer-based systems may identify and
better understand the drivers for evolution. For instance, figure 2 shows the SHEL model [16], which
defines any productive process as performed by a combination of Hardware (e.g., any material tool used
in the process execution), Software (e.g., procedures, rules, practices, etc.) and Liveware (e.g., end-users,
managers, etc.) resources embedded in a given Environment (e.g., socio-cultural, political, etc.). Thus,
any process requires some knowledge that is distributed among the system resources. Hence a productive
process may be regarded as an instantiation of the SHEL model for a specific process execution. An holis-
tic view, like that of the SHEL model, emphasises how drivers for software evolution may reside outside
software artefacts. On the other hand evolution across resources may allow new artefacts to emerge as
resulting behaviour of the evolved systems.

Figure 2: The SHEL model.

The link between technical evolution and socio evolution of computer-based systems has not yet been
fully registered. It still remains vaguely understood and challenging for research and practice [12]. There
is not any model that fully specifies the evolution of socio-technical systems. To some extent we can
represent the evolution of socio-technical systems by collections of models, which do not complement each
other in most of the cases.

Few models arose in order better to understand human factors with respect to computer-based system
evolution. For instance, Social Learning [64] explains how human beings perceive machines in order
to acquire computational artefacts and accomplish specific tasks. Social Learning consists of two main
processes:

Innofusion is a practical activity of learning by trying [19] that allows to customise the computational
artefacts (behind a computer-based systems) to meet social needs. The underlying hypothesis is
that workers, individually as well as collectively, develop more efficient ways of employing machinery
through their experience from usage. This kind of learning curve effect is well-known. Though often
taken to be limited to the initial introduction of new equipment, it is now recognised that learning
by doing may improve the efficiency of production over a very long period of time.

Domestication addresses the creative role of the user in integrating new artefacts within their everyday
activities and meanings. Domestication, where people learn by situated activity, is a practical
activity of learning by interacting. This activity stresses the complex interaction between technology
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supply and use by applying evolutionary metaphors of the generation of variation and selection of
artefacts.

Distributed Cognition [45] recognises the complex settings of socio-technical systems and analyses how
humans work, operate and create external and internal artefacts. This approach re-elaborates the long
lasting thesis that human cognition is mediated by artefacts (e.g., rules, tools, representations, etc.) that
are both internal and external to the mind. The central tenet of the Distributed Cognition approach
is that knowledge is distributed across people and artefacts; cognition is not a property of individuals
but rather a property of a system of individuals and artefacts carrying out some activity. According to
these theoretical assumptions, human activities and artefacts are the two inseparable sides of the same
phenomenon: human cognition.

The above models are quite useful in order holistically to analyse the evolution of computer-based
systems. But they still need to be fully integrated with classical engineering methodologies (e.g., those
reviewed in the previous subsections).

2.5 Organization Evolution

The previous sections point out the strong connection between technical and social aspects of computer-
based systems (or socio-technical systems). The evolution of socio-technical systems influences the organi-
zational context as well. Thus system evolution implies an organization co-evolution, and vice versa. The
mechanisms driving organization evolution characterise the new electronic mediated society [11, 12, 40].
The link between socio-technical evolution and organization evolution has not been yet fully registered.
It is still challenging for future research and practice.

3 On the Dependability of Evolution

Dependability models capture evolution in different ways. For instance, fault tolerance models [35, 50]
rely on failure distributions (e.g., Mean Time Between Failures) for computer-based systems. Monitoring
this type of measure allows to characterise the evolution of system properties (e.g., Reliability, Avail-
ability, etc.). Probabilistic models [43] may predict how dependability measures evolve according to the
estimations of attributes and the assumptions about the operational profile of the system.

By contrast other models link dependability features with system structures and development processes
(e.g., [41, 42]). This allows us to link failure profiles with design attributes (e.g., diversity) and system
structures (e.g., redundancy). Structured models (e.g., FMEA, HAZOP, FTA) assess the hazard related
to system failures and their risk [59]. These models extend the Domino model, which assumes that an
accident is the final result of a chain of events in a particular context [24]. Similarly the Cheese model
consists of different safety layers having evolving undependability holes. Hence system failures completely
arise and become catastrophically unrecoverable when they propagate throughout all the safety layers
in place [51]. Despite of these models capture a dynamic view of system failures, they do not capture
evolution.

The evolutionary phenomena presented in the previous section differently contribute to dependability.
Table 1 summarises the different dependability evolutionary perspectives. The taxonomy of evolution
points out that each methodology has different assumptions about the evolution of computer-based sys-
tems. This may trigger practical issues related to evolution:

Inconsistency: The basic assumptions of all adopted models (in order to characterise system depend-
ability) may be inconsistent all together.

Coverage: The entire spectrum of models may be insufficient to cover all evolutionary aspects of system
dependability.

Relational: The different evolutionary phenomena relate to each other. It is difficult to understand the
different relationships between the evolutionary phenomena.

Emergent: New (or unexpected) system features may emerge from the different evolutionary phenom-
ena.
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Table 1: Dependability perspectives of Evolution.

Evolution Dependability Perspective Engineering Hint

Software
Evolution

Software evolution can affect dependability attributes
(e.g., Reliability). Nevertheless software evolution can
improve dependability attributes by faults removal and
maintenance to satisfy new arising requirements.

Monitor software complexity; Iden-
tify the change-prone parts of the
software; Carefully manage basic
software structures; Monitor depend-
ability metrics.

Architecture
(Design)
Evolution

Architecture evolution is usually an expensive phe-
nomenon. It does not affect directly dependability, but
there is high risk if the evolution process is unclear and
little understood. Architecture evolution may be needed
to support specific system properties (e.g., redundancy,
performance, etc.).

Assess the stability of the software ar-
chitecture; Understand the relation-
ship between the architecture and the
business core; Analyse any (proposed
or implemented) architecture change.

Requirements
Evolution

Requirements evolution does not directly affect depend-
ability, but non-effective management of the requirement
process may allow undesired changes to fall down into
the product affecting its dependability. On the other
hand requirements evolution may enhance system de-
pendability across subsequent releases.

Classify requirements according to
their stability/volatility; Classify re-
quirements changes; Monitor require-
ments evolution.

Computer-based
System
Evolution

System evolution may give rise to undependability. This
is due to incomplete evolution of system resources. Evo-
lution of some resources (e.g., software) should be taken
into account by the other resources (e.g., liveware and
hardware) in order to register a new configuration for the
system. Hence the interactions among resources serve to
effectively deploy a new system configuration.
On the other hand human can react and learn how
to deal with undependable situations, but continuous
changes in the system configuration may give rise to lit-
tle understanding about the system. Hence the human-
computer interaction may become quite undependable
as well.

Acquire a systemic view (i.e., Hard-
ware, Software, Liveware and Envi-
ronment); Monitor the interactions
between resources; Understand evo-
lutionary dependencies; Monitor and
analyse the (human) activities sup-
ported by the system.

Organization
Evolution

Organization evolution should reflect system evolution.
Little coordination between system evolution and orga-
nization evolution may give rise to undependability.

Understand environmental con-
straints; Understand the business
culture; Identify obstacles to changes.

The relationships between the evolutionary phenomena may identify a framework for analysing the
evolution of computer-based systems. If the coordination between evolutionary phenomena is too weak,
dependability may deteriorate. On the other hand evolutionary phenomena introduce diversity and may
prevent system failures. Table 1 proposes some engineering hints in order to construct an evolutionary
framework. The resulting framework may classify evolution for computer-based systems. The framework
may furthermore provide evidence of the relationships between the different evolutionary phenomena and
relate them to dependability. Notice that it is difficult to capture and analyse evolutionary data, because
they are usually incomplete, distributed, unrelated and vaguely understood. The resulting evolutionary
framework may support the empirical process as well. A taxonomy of evolution is then a starting point
to understand how computer-based systems evolve.

4 Conclusions

Software evolution represents just one aspect of the evolution of computer-based systems. This paper
describes a taxonomy of evolution: Software Evolution, Architecture (Design) Evolution, Requirements
Evolution, Computer-based System Evolution, Organization Evolution. It provides a holistic viewpoint in
order to analyse and to understand the evolution of computer-based systems. The taxonomy points out
the different aspects and drivers for the evolution of computer-based systems. The review of different
models and methodologies that take into account the evolution of computer-based systems is useful to
further understand and stress the relationship between system evolution and dependability. The different
assumptions about the evolution of computer-based systems may trigger practical issues affecting system
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dependability:

Inconsistency: The basic assumptions of all adopted models (in order to characterise system depend-
ability) may be inconsistent all together.

Coverage: The entire spectrum of models may be insufficient to cover all evolutionary aspects of system
dependability.

Relational: The different evolutionary phenomena relate to each other. It is difficult to understand the
different relationships between the evolutionary phenomena.

Emergent: New (or unexpected) system features may emerge from the different evolutionary phenom-
ena.

The dependability analysis with respect to evolution identifies a framework. The engineering hints related
to each evolutionary phenomenon may serve as basics in order empirically to acquire a taxonomy of evolu-
tion. The idea of the taxonomy of evolution has originated from previous experiences and collaborations.
Future work aims to acquire practical experiences by using the the framework in industrial case studies.
In conclusion, the taxonomy of evolution represents a starting point to analyse evolving computer-based
systems. It draws a framework in order to further understand how computer-based systems evolve. It
provides a holistic viewpoint that suggests future directions for research and practice on computer-based
system evolution.
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