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Google blames Gmail outage on data centre collapse
Domino effect crashes through the cloud
By Kelly Fiveash + Get more from this author
Posted in Telecoms, 25th February 2009 11:44 GMT

Google has apologised for yesterday's major Gmail meltdown after some of its data centres
in Europe failed to cope with a routine maintenance event

The company's web-based email service was flat as a pancake for about three hours
yesterday morning as Mountain View engineers attempted to fix the problem, which affected
vast swathes of the firm's 113m strong global user base
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By Kell Biting the hand that feeds IT
Posted i
Hardware Software Music& Media Nemworks Security Public Sector Business Science O
Google Operating Systems ~ Applications  Developer  Microbite
in Euro . R
Google's cloud bursts yet again
The col Scattered outages for Gmail users
yesterd By Kelly Fiveash * Get more from this author
VastSW | b ted in Applications, 10th March 2008 1141 GMT
—

Google has admitted that some Gmail users cannot currently access their email just weeks
after the company suffered a major outage following a technical cockup at one of its
European data centres

It confirmed that a “small subset of users” have been affected by the latest downtime, but
didn't provide a definitive number and could not confirm when the service would be back up
and running

It's also unclear if only individuals who use

Gmail for free are affected, or if business 7 '\_\ ’«" ~
customers who pay for the service are also @/‘\ @/
\ /N J
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PC World » Business Center » Software / Services » News

Microsoft Blames Azure QOutage on

OS Upgrade

Elizabeth Montalbano, IDG News Service
inesday, March 1 1:40 PM PDT

Microsoft is blaming a routine OS upgrade for an outage that hit its Windows
Azure cloud-computing infrastructure over the weekend.

In a post on its Windows Azure blog, Microsoft said after the upgrade "the
deployment service within Windows Azure began to slow down due to
networking issues” on Friday. "This caused a lange number of servers to time
out and fail," which brought some applications down, according 1o the post

PEOPLE WHO READ THIS
ALSO READ:

Fujitsu Launches
Color T

Terminal: Bad
News for Kindle?

File Integrity
Windows Still Fails
al the Most Basic

It's also unclear if only individuals who use

Gmail for free are affected, or if business
customers who pay for the service are also @ ) @
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Search PC World Search Brow

Vol Wireless OFFICE OF
C . . Subscribe to News: <5 |
Goog BE News & Communications
Domir DUKE UNIVERSITY [br]
TOPIC
By Kell Resaurcesformedia | A detailed look at last week’s system outage
Posted i -
Find a Duke expert
PC "

Google ey Contact us § -
in Euro M print | email | digg | @ del.icio.uc

Goog|e' Quick facts about Duke
The col Scatteret .
yesterd O For Duke COMMUNIYY | \p oy of the university experienced amajor system outage between March 4and 8,

. ByKellyF @ Multimedia services causing the Office of Information Technology to suspend some less-critical
VastsW ol b octedin 2 services, like streaming media, until systems were fully restored. Klara Jelinkova,
— i Subscribe to news Duke's senior director of shared services and infrastructure, answers questions

Google he about what happened during the outage

after the ¢ Mgz

European Azur What caused the outage?

Ina Duke generates large amounts of data -- data collected in research and captured in
ltconfirme . lectures, photographs, web archives, personal files and so on -- all of which nmst
didtproy et beinstantly accessible. Increasingly, institutions handle data like this through
and runeill  outs shared storage. Instead o giving each service a disk of its own (for instance, a

server for Duke Today, another server for one department’s shared files), weuse
s alsa unm high-capacity storage arrays to hold all the data and recall it for users on demand
These disk arrays are designed to allow for flexibility in providing the right amount
y ar ity in p 2
Gmalil for free are for storage for each service as needed, and providing redundancy by making copies
customers who pa ofthe data to nmltiple disks.
hairnm hit by onol 3




population grows.

o Computer systems are currently deployed in active use with no
real assurance of graceful degradation of service as the user
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@ Computer systems are currently deployed in active use with no
real assurance of graceful degradation of service as the user
population grows.

@ Because we cannot rely on them to provide service in times of
greatest need, such systems are as unreliable in practice as
ones which contain programming errors.
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DiskA::{
Working

Failed
};

+ +

(read, r).Working
(write, w).Working
(fail, f).Failed;
(correct, c).Working;
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Disk model in SRMC

DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};
read

fail

correct

write
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Disk model in SRMC

DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};
read r

fail

correct

write w
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Disk model in SRMC

DiskA: :{

Working = (read, r).Working
(write, w).Working
(fail, f).Failed;
(correct, c).Working;

+ o+

Failed
};

read r

fail Rate matrix

correct

write w
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Disk model in SRMC

DiskA: :{

Working = (read, r).Working
(write, w).Working
(fail, f).Failed;
(correct, c).Working;

+ o+

Failed
};

read

fa// Generator matrix
correct

write
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Disk model in SRMC

DiskA: :{

Working = (read, r).Working
(write, w).Working
(fail, f).Failed;
(correct, c).Working;

+ o+

Failed
};

read

fa// Global balance equation
correct

write
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Disk model in SRMC

DiskA: :{

Working = (read, r).Working
(write, w).Working
(fail, f).Failed;
(correct, c).Working;

+ o+

Failed
};

read r
fail

Normalisation

Tw+ 7 =1

correct

write w
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Disk model in SRMC

DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};
read

fa// Global balance solution
C
correct TF f+c

write
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State-space explosion

Disks | States

1 2

2 4

6 64

10 1024

20 1048576

50 1125899906842624
100 1267650600228229401496703205376
150 1427247692705959881058285969449495136382746624

2150 states = 2152 bytes = 282 x 270 pytes = 252 zettabytes

Been there ... done that ... got the t-shirt!
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DiskA::{

Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};

o We have W working disks
and F failed (W + F = N).
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Disk model in SRMC

DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};

o We have W working disks
and F failed (W + F = N).

@ Working disks fail at rate
fxW.

Case Study



Quantitative Analysis Scalability and Large-Scale Systems

Disk model in SRMC

DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};

o We have W working disks
and F failed (W + F = N).

@ Working disks fail at rate
fxW.

@ Failures are corrected at
rate ¢ x F.

Case Study



Quantitative Analysis Scalability and Large-Scale Systems

Disk model in SRMC

DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};

o We have W working disks
and F failed (W + F = N).

@ Working disks fail at rate
fxW.

@ Failures are corrected at
rate ¢ x F.

Case Study



Quantitative Analysis Scalability and Large-Scale Systems

Disk model in SRMC

DiskA::{
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e We have W working disks fx W
and F failed (W + F = N). O
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Quantitative Analysis Scalability and Large-Scale Systems
Disk model in SRMC
DiskA::{
Working = (read, r).Working
+ (write, w).Working
+ (fail, f).Failed;
Failed = (correct, c).Working;
};
e We have W working disks f/XKVA
and F failed (W + F = N).
e Working disks fail at rate ~—
PINYY. cx F
o Failures are corrected at AW/dt = —f x W+cx F

rate ¢ x F. dF/dt = f x W —c x F
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dW/dt = —f x W cx F
dF/dt = fx W—cxF
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fx W

cxF
dW/dt = —f x W+cx F

dFjdt = f x W —c x F

f=022,¢=1.0
160 —
140 Veies
120

100
80
60
40

20 .
e

<O «Fr o«




@_®

dW/dt = —f x W +cx F
dF/dt = f xW —cx F

fx W

T_®

cx F

0= FfxW+cecxF
O0=FfxW-—-cxF
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Markov chain simulation of the disk model

Simulationrun A:f=0.22,¢c=1.0
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Markov chain simulation of the disk model

SimulationrunB:f=0.22,¢c=1.0
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Markov chain simulation of the disk model
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Markov chain simulation of the disk model

Simulationrun D : f=0.22,c=1.0
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Quantitative Analysis Scalability and Large-Scale Systems Case Study

Markov chain simulation of the disk model

Ave. of 10 simulation runs : f=0.22,c=1.0

160 | N—

§ ; orking —+—
140 NG o Failed 7]
120 S~ St :

100 fooe e SO — -




Quantitative Analysis Scalability and Large-Scale Systems Case Study

Markov chain simulation of the disk model

Ave. of 100 simulation runs : f=0.22,¢c=1.0
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Quantitative Analysis Scalability and Large-Scale Systems Case Study

Markov chain simulation of the disk model

Ave. of 1,000 simulationruns : f=0.22,c=1.0
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Scalability and Large-Scale Systems

Markov chain simulation of the disk model

Ave. of 10,000 simulation runs : f=0.22,¢c = 1.0
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ODE analysis of the disk model
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Fluid flow approximation of PEPA models.

Proceedings of the Second International Conference on the
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Quantitative Analysis Scalability and Large-Scale Systems Case Study

Large-scale systems

@ Size is not the only difficulty in modelling large-scale systems.

@ We need to accept that large-scale systems are naturally
heterogeneous.

@ We need to represent uncertainty about components,
performance and configuration.

@ We would like our analysis to be robust in the face of likely
changes to the system.
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Virtual university

Edinburgh Imperial

=] [

N

Students

@ Two sites: Edinburgh and Imperial
@ Students upload coursework to FTP servers
@ Students download course content from HT TP servers

@ We consider the system under different workloads
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Edinburgh site

Edinburgh: :{
= 0.0001; gamma = 0.125; // rates of fail and repair
avail = {0.6,0.7, O 8 0.9,1.0}; // server availability
phi = 10.0; psi = 7.0; // rates for download and upload

// The HTTP server

Http::{
Idle = (download, avail * phi).Idle + (fail, mu) .Broken;
Broken = (repair, gamma).Idle;

};
// The FTP server
Ftp::{

Idle = (upload, avail * psi).Idle + (fail, mu).Broken;
Broken = (repair, gamma).Idle;

};
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Imperial site

Imperial::{

};

mu = 0.006; gamma = 0.125; // failures are more likely
avail = {0.6,0.7,0.8,0.9,1.0}; // avatilability is the same
phi = 20.0; psi = 15.0; // download and upload are faster

// The HTTP server

Http::{
Idle = (download, avail * phi).Idle + (fail, mu) .Broken;
Broken = (repair, gamma).Idle;

};
// The FTP server
Ftp::{

Idle = (upload, avail * psi).Idle + (fail, mu).Broken;
Broken = (repair, gamma).Idle;

};
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Harry, a client

Harry::{
c =4{0.01, 0.02, 0.03 }; d=1.0;
6 =4{0.01, 0.02, 0.03 }; pu = 1.0;

// Model components

Idle = (connect, c/2).Upload + (connect, c¢/2).Download;
Upload = (upload, p).Disconnect;

Download = (download, ¢).Disconnect;

Disconnect = (disconnect, d).Idle;

// Virtual components

Uploading = [ Upload ];

Downloading = [ Download ];

Inservice = [ Uploading + Downloading ];
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Sally, another client

Sally::{
c =9 0.009, 0.0095, 0.01 }; d = 0.5;
6 =10.01, 0.02, 0.03 }; p = 0.2;
Idle = (connect, c/3).Upload
+ (connect, c/3).Downloadl
+ (connect, c/3).Download2 ;

Upload = (upload, p).Disconnect;
Downloadl = (download, ¢).Download2;
Download2 = (download, §).Disconnect;

Disconnect = (disconnect, d).Idle;

Uploading = [ Upload ];
Downloading = [ Downloadl + Download2 ];
Inservice = [ Uploading + Downloading ];
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Model composition

Configuration

Client ::= { Harry, Sally };
Http { Edinburgh: :Http, Imperial::Http I};
Ftp { Edinburgh: :Ftp, Imperial::Ftp };

Parameters

servers = { 3, 4, 5, 6 }; threads = 20; clients = 100000;

Client::Idle[clients]
<download, upload> (Http::Idle[servers * threads]
| |Ftp: :Idle[servers * threads])
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First configuration, uploading
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First configuration, downloading
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First configuration, number in service
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Second configuration, number in service
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Effect of redeployments on number in service
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Effect of redeployments on uploading

Uploading
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Effect of redeployments on downloading

Downloading
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Conclusions

@ Scalable systems are difficult to develop and difficult to
analyse.

e Component-based modelling supported by divide-and-conquer
analysis seems a promising approach.

@ We analyse configurations by cases and perform parameter
sweep across uncertain parameters.

@ Hopefully a “real world” approach to a “real world” problem.

http://groups.inf.ed.ac.uk/srmc/
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