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Abstract

Most recent writing about the directions for Al has focused on the potential risks
of widespread use of Al and what we DO NOT want from AI. This has led to many,
largely ignored, calls for a pause in research and deployment. This essay takes the
view that there are too many factors in play to slow the deployment much and for
long. Hence, instead, this paper looks at what we DO want from AI (18 principles
or goals) and how to get there.
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This paper is not about humans being killed or enslaved by Terminator-style Al agents.
Nor is it about autonomous agents with personality and sense of self, as in the Star Wars
C3PO character. Those themes are ‘100 years from now’ science fiction — maybe possible,
maybe not. This paper is about real 21°° century Al, viewed as a methodology and tool,
whether deployed as an enhancement of an existing process, or as a stand-alone application.

The ‘We’ that this paper concerns are the broad spectrum of humans that have to
live with AL. ‘We’ are not the businesses, governments, criminal organizations, nor cutting
edge entrepreneurs who develop and deploy AI. This paper promotes a clearly liberal,
non-libertarian, socially aware and socially responsible viewpoint.

1 Introduction

Al is everywhere, only mostly it is not obviously recognizable as Al, (e.g. does the average
search engine user think of it as AI?). Maybe a person realizes that something smart and
computational is happening, but just doesn’t call it AI. Or maybe it shouldn’t even be
called Al, as these are really just computer algorithms. Unless one lives ‘off-the-grid” and
uses no computer-based technology, it is hard to avoid Al-based applications.

Current cars have speed, lane, blind spot, and obstacle monitoring. Mobile phones
depend on Al for efficiently managing network connections and voice quality. Digital
cameras invisibly manipulate images to improve image quality (remove blur, focus on
faces, adjust brightness). Delivery vehicles have optimized routes. Phone map apps plan
routes that account for traffic conditions. Messaging app’s predictive text tool is based on



Al. Economic and climate models use Al to simulate the complexity of the world. Voice
generation and recognition has a firm Al foundation, as does every search engine, or even
the post/zip code recognition on letters. Suggested videos or web sites or songs or romantic
partners are recommended by Al. For the most part, these are not generally thought of as
AT — instead they are just useful tools. People normally do not feel threatened by them.

What is AI? It used to be the case that researchers said that Artificial Intelligence (AI)
was what computers were doing when the researchers couldn’t 100% understand what the
computer did, and when it was understood, it was called Computer Science. Somehow,
Al was the (possibly scary) magic process that wasn’t quite scientific yet. Russell &
Norvig [25] explore four traditional definitions of Al along the two axes of human versus
rational performance and thought versus behavior. They also introduce the concept of the
“Beneficial Machine”, which is closest to the view of Al taken in this paper, which is more
of a functional approach: Al is what it does, not how it is defined or built.

Al is also not new. The paper briefly defines the author’s view of Al in more detail
below, but, for now, Al can be considered as automated data collection, decision making,
and execution. For example, replacing human real-time on-the-fly decision making by a set
of rules that an automaton could apply is essentially Al (even if the rules are not executed
with a computer). Rule-based decision making has existed at least since the Sumerian
Code of Ur-Nammu in c. 2100 BC [41]. This was a set of If-Then style rules that codified a
legal code, with examples such as “If a man commits a murder, that man must be killed.”
and “If a man appeared as a witness, and was shown to be a perjurer, he must pay fifteen
shekels of silver.” Much modern Al reasoning is also based on learning and applying rules,
only using computational devices based on a variety of technologies and complexities.

Along with this explosion of Al applications has come an outpouring of anxiety about
AI The Terminator/Skynet/Matrix scenarios can be dismissed — these are exciting movie
themes, but not realistic, at least in the near to medium future. On the other hand,
there are potential risks and consequences to real Al, and sensible people are raising these
issues. In my opinion, these risks are avoidable, should people (policy makers, researchers,
developers, users) make sound moral decisions.

As a consequence of the unpredictability of some Al algorithms, or because of the
potential for wide-scale economic displacement,, some people! are calling for a moratorium
on Al research [22]. A more serious concern is that AI could be used for unacceptable
purposes, and there will be people or organizations that will do this. Other people feel
that the work on Al should stop because of the danger of Al agents taking over the world.
These calls are largely by individuals.

On the other hand, many governments and other major organizations are also worried
about the applications of Al and propose a variety of (generally non-binding) principles
and regulations for controlling AI. Their perspective is discussed in more detail below, but
their concerns, on average, are about trustworthy behavior, social unbalance, injustice, and

!But not all: a recent survey of 4000 Al researchers [26] showed that about 50% of the researchers felt
that there were more benefits than risks and another 30% felt that the risks and benefits were balanced
(with some variations by country). The top reported benefit was increased access to learning and education
and the top reported risk was difficulty determining if news or information was fake.



economic disruption.

An example of the regulatory viewpoint is the ‘12 Challenges of AI’ published by
the UK Parliament’s Science, Innovation and Technology Committee [32]. The identified
challenges (plus proposals for regulation and monitoring) are focused on: 1) Bias, 2) Privacy
Violations (personal data, surveillance), 3) Misrepresentation (fake news/images/videos,
biometric fraud) 4) (Unequal) Access to Data, 5) (Unequal) Access to Compute (resources),
6) Black Box (obscure reasoning processes), 7) Not Open-Source (private code and models),
8) Intellectual Property and Copyright Failures (unauthorized training data), 9) (Lack of)
Liability (for end result mistakes and harm), 10) Unemployment (job disruption), 11) (Lack
of) International Coordination (‘level playing field’), and 12) Existential Threats (killer Al,
use of Al in or to develop weapons). These are all important issues; addressing them will
help lead us away from an Al dystopia, but not towards an Al utopia.

Other major regulatory viewpoints aimed at controlling the negative effects of Al are
summarized below (with more details in Appendix A), and largely have a consistent view-
point nuanced by the sponsoring organization’s core mission.

e Fjeld et al’s Principled Artificial Intelligence: Fjeld et al [8] reviewed a wide
range of international statements on Al Principles and distilled a set of eight general

themes for the regulations that should govern deployed Al systems (as summarized
by Poole [23]):

e The European Union Artificial Intelligence Act [7]: This classifies different
levels of risk from an Al system and proposes a suitable level of regulation (or pro-
hibition).

e UNESCO Recommendation on the Ethics of Artificial Intelligence: The
document’s goal is “to provide a basis to make Al systems work for the good of
humanity, individuals, societies and the environment and ecosystems, and to prevent
harm.” [34] Many of the recommendations are framed in the document as posi-
tive admonitions (X should do Y), but the majority are focused on preventing or
overcoming the negatives associated with Al development and deployment.

e The Council of Europe’s Framework Convention on Artificial Intelligence:
[5] addresses the protection of human issues, issues related to human institutions,
and issues arising from the deployment of Al.

e The OECD’s Principles for trustworthy AI: [20] is focused on safe economic
development.

e The Hiroshima Process International Guiding Principles for Organizations
Developing Advanced AI Systems [14] proposed a set of 11 guidelines that apply
largely to the development and deployment of Al systems (rather than to what the
AT systems do).



e The USA Executive Order 14110 [33] (rescinded by the successor USA President)
addressed some of the negative issues identified above, but addresses them in a prag-
matic rather than aspirational manner via a large number of government-required
actions affecting developers, deployers, vendors, and significant users.

e Future of Life Institute’s Policy Making in the Pause [9] advocated a 6 month
pause in Al development and subsequent adherence to seven recommendations to
reduce Al risks.

e European Parliamentary Foresight Service: Metzinger [18] argued that govern-
ments, and especially the EU, should develop an international Al limitations charter,
addressing 1) lax Al development and deployment safety standards, 2) avoidance of
autonomous weapons, 3) socio-economic disruption, and 4) the need for a new ethical
framework when dealing with AI developments.

These are all valuable documents, but they largely aim to specify where Al should
not go, rather than where it should go.

A slightly more positive aspirational declaration, and what is probably also the ear-
liest (2018) prominent and significant statement, is the Montréal Declaration [6], which
is condensed here. Al must: 1) permit the growth of the well-being of all sentient be-
ings, 2) respect people’s autonomy, and increase people’s control over their lives and their
surroundings, 3) protect privacy and intimacy, 4) maintain the bonds of solidarity among
people and generations, 5) be intelligible, justifiable, and accessible, and be subject to
scrutiny, debate, and control, 6) contribute to the creation of a just and equitable society,
7) maintain social and cultural diversity and must not restrict lifestyle choices or personal
experiences, 8) have developers with the responsibility for anticipating and avoiding ad-
verse consequences, 9) not lessen human responsibility for decisions, and 10) be compatible
with environmental sustainability. As well as its prescience, a key aspect of its principles
is the placing of human (and other sentient agent) interests at the center of attention, and
for humans to both preserve and take responsibility for these interests.

Siddarth et al [28] criticize the big-Al focus on large centralized models of human-
competitive and potentially autonomous Al, and instead propose a direction for Al that
is based on Complementarity (not replacing humans, but enhancing them), Participatory
(benefiting all those generating the massive data needed for creating Al), and Mutuality
(where there are clear mechanisms to balance Al's impact on the distribution of economic
and political power).

In contrast to the many statements aimed at restricting Al developers’ freedom to act,
there are strong governmental incentives for further advances in Al, to maintain and en-
hance economic competitiveness. The USA Executive Order 14110 [33] is strongly focused
on this as well as having protective measures. A UK example is the Scottish Al Alliance’s
report on Advancing Al for Scotland [27], which proposed recommendations for enhancing
engagement with Al in seven sectors { People and society, Public sector, Business, Research,
Leadership, Skills, Tech Infrastructure} within the framework of trustworthy, ethical and
inclusive development.



And, irrespective of any government attempts to control, there is strong commercial
pressure to advance Al (e.g. from OpenAl, Google, DeepSeek, etc) which tends to lead
AT into unregulated areas. Regulations tend to lag behind advances, and, from a cynical
viewpoint, only appear after an abuse becomes public. Should we regulate? Probably. Can
we regulate? At least partially. Will we regulate? Eventually, based on the experience of
other regulated domains.

This article is concerned with the positive directions that Al should focus on, some of
which have been made in the reports summarized above. Further, some of the points made
below are influenced by and align with the thorough discussion of ethical issues, especially
as related to Al agents, given in [10]. However, we have tried to frame our contribution in
practical as well as ethical terms.

One could try to ban or postpone Al, or further development of Al. Some influential
people have proposed this (for sensible reasons). But, there are so many economic (con-
sumer and competitive) pressures, as well as national economic and defense factors, at play
in the question of Al development that it seems unlikely that there will be delays to the
development and deployment of yet more Al. Hence, this paper looks at what we
should want from AI developments, and how to encourage these.

2 What is AI?

For this paper, Al is treated at an abstract conceptual level independent of the imple-
mentation technology (which could be symbolic, deepnet, neurosymbolic, etc). A brief
discussion follows.

One view of Al is that the term Al is a shorthand phrase for a methodology for compu-
tationally analyzing a situation and choosing (and possibly doing) an appropriate action.
When phrased like this, it just sounds like a combination of mathematics, computer science,
and engineering. And it is, but that is not the right way to think about AIl. Chemistry is
largely applied physics, but doing chemistry solely in the language of physics misses the
abstractions that make it easier to do chemistry.

In my opinion, Artificial Intelligence is an abstraction that allows easier implemen-
tation and application of thought-based processes (i.e. brain-power, whether conscious
or unconscious). The industrial revolution invented ways to leverage muscle-power, the
Al revolution leverages brain-power. And more: by providing some element of auton-
omy to the AI package, Al also leverages our agential power [37]: “a power driven by
the phenomenon of intentionality; a power that can be deliberately and non-automatically
initiated, foregone, altered, steered, or terminated.” In other words, Al agents can under-
take work on our behalf, without necessarily needing our attention. And therein lies the
problem: whose fault is it when the outcome of the Al’s actions are bad?

A simplified model of contemporary Al mainly consists of six components (my opinion
but it aggregates the methods covered in [25]):

1. Extracts information from data and previous experience



2. Has internalized knowledge (not necessarily explicitly represented) of its
domain of application

3. Has goals, perhaps set externally by people, or created internally (e.g.to
recharge)

4. Generates options based on the information (with estimates of the good-
ness of the options

5. Makes decisions based on the information, goals, and options
6. Takes and monitors actions based on the decisions

Not all of these components may be embodied in any particular Al system, nor is there
always a clean division of the Al system into the six independent components.

There are Al tools that can often correctly make some decisions in the real world, but
it is not possible to always fully understand the exact logic (e.g. deep net based reasoning).
There is research to improve our understanding of what is learned and generated, and to
explain it, but in my opinion, a full understanding is impossible except for very simple
AT systems. For example, exactly understanding ChatGPT’s choice of next token seems
impossible given the billions of model weights and computations that have led to that
choice (just as it is with trying to fully understand another person’s reasons).

Al is here. No megalomaniac Al agent? is taking over the world; instead, there are just
hundreds or thousands of little helpers (and not all are well-intentioned). There is a lot
of hype about what AI can do now or soon, but Brooks’ annual review [4] tries to take a
realistic view of self-driving cars, machine learning, robotics and Al. This paper tries to
also take a more realistic perspective — that Al will largely be a useful tool helping people
do things 10% better.

Given this more ‘pragmatic’ perspective, this paper now discusses what we do not and
do want from our Al systems, and also how these aims might be achieved, as Al continues
to be developed and deployed.

3 What do we NOT want from AI?

There are Al capabilities that we do not want:

1. Killing/injuring without a human in the loop: This is largely a military or
police domain issue with many legal, ethical, and moral aspects. But let’s be realistic:
we may not like war but it is a fact in our current world, so it is better to control
autonomous killing (and there are some attempts through the UN [35]).

Between combatants, there is an implicit agreement about the use lethal force. How-
ever, non-combatants usually do not agree to being potential victims. The current

2Although there might be people or organizations attempting exactly this with the help of AI tools.



and near-future state of Al is incapable of distinguishing between the two. Thus,
a human should make the decision to kill. There is already enough malfeasance by
formal and informal actors against non-combatants, e.g. city bombing and shelling,
destruction of water and food supplies, suicide bombing. We do not need yet one
more immoral (in my opinion) tool.

There are exceptions, where a death is unavoidable, such as in the fatal autonomous
automobile accident dilemma [44] (e.g. 2 pedestrians are in front of an autonomous
car, which is unable to avoid hitting at least one of them). It is a complex moral
question about which person to save in this situation, and is outside the scope of our
discussion.

. Making decisions that a human cannot correct/overrule: Current Al systems
might be accurate, often better than the average decision maker, and sometimes
better than experts. But, they, like us, will not be perfect and will also make decisions
using incomplete and inaccurate information. Hence, we generally want to be able
to review and revise decisions (if possible). As an example of a failure (which could
be treated as Al as it was a decision based on an algorithm): the control system
in the 737-max crashes apparently did not allow the pilots to override its decisions
(which were apparently partly based on faulty data) [42]. This is clearly a case of
mechanistically following incorrect specifications irrespective of the consequences, a
clear failure from the perspective of the philosophical concept of consequentialism.

Possible exceptions might be in the case of urgency and when humans are not avail-
able or are unable to respond adequately. For example, a car has a tire failure and
is heading for a tree.

. To have our lives affected by incorrect or unfair decision making: This
could be at either the individual level (e.g. rejection for a university place or job
without consideration of an unusual set of circumstances) or institutional level (e.g.
university place decisions affected by ethnic or economic background). This could
arise from limited or underrepresentative training data or out-of-date historical prece-
dents, discriminative biases, etc. A good discussion of algorithmic decision making
(which includes AT decision making) is in [21].

. Disenfranchisement of humans: We do not want Al agents to decide what hu-
mans can or cannot do. Al systems can help enforce human decisions (e.g. a policing
robot). They could give advice against taking certain actions, but the human decides
to act or not.

Possible exceptions might be when the human’s action would be dangerous to them-
selves or others.

. A world where there is nothing meaningful or valuable for humans to do:
Similarly to the previous point, something meaningful to do helps people to main-
tain their mental health and self-esteem [29]. This need not be paid employment,



although many people find meaning through their jobs. One possible future has
largely automated many current routine employment activities that are not based
around human interaction: manufacture, agriculture, fishing, goods transport, and
construction, which encompass about 35% of current UK employment [31]. Although
it is unclear what should be the proper domain of human activity and employment,
it definitely includes subtle inter-personal activities, such as child-rearing, nursing,
teaching, lawyers and judges, counseling, artistry that responds to the zeitgeist, ne-
gotiations, diplomacy, etc. There is also much research into limited social Al agents:
elderly and care home companions, hospital assistants, teaching assistants, advice
giving and counseling. But their social interactions are generally quite limited.

. A world where most humans live in poverty: Currently, most people get the
resources necessary for a decent life (e.g. food or money) as a result of work. If
Al-based automation systems produce or do almost everything, on what basis would
people get their resources? The nightmare: the companies making or deploying the
AT systems get most of the money, and the rest of us get almost nothing. Living
on unemployment benefits, if you get them, or being under-employed in developing
countries, is already difficult. The World Bank [46] estimates that currently 53% of
the world population lives in poverty. This is already unacceptable, but imagine a
world where 90% of the population is in that situation. Fortunately, in my opinion,
we will not be in that extreme situation for quite a while, maybe 50-100 years.

Unfortunately, we are already in the start of this era, with a greatly reduced number
of people needed for agriculture, fishing, and manufacturing (although one could
argue that these were Dull, Dirty, and Dangerous and should be automated).

There is an aspiration that lost jobs will be replaced by better (or at least other)
jobs. For example, Octopus Energy used to have a lot of people employed to answer
customer emails. Around 250 have been redeployed to other jobs in the company,
and ChatGPT now answers about a third of emails. Customer satisfaction has risen
from humans support (65%) to ChatGPT support (80%) [39].

. To be swamped by unattributed Al generated false, erroneous, malicious,
or illegal content: Given the ease with which Al can be used to generate content,
there is the risk that the ‘noise’ level becomes so high that we cannot find ‘real’
or ‘accurate’ content. The impact of fake images on people is clear, and there is
much discussion of the potential impact on political decision making. Fake content
can destroy lives, careers, and valuable ideas. Perhaps any Al generated (or other)
content should be required to have a provenance chain, and routers and service
providers would filter out content without a valid provenance chain, much as spam
is currently filtered.

. Issues addressed by others: There are other ‘Do Not Wants’ that have been
addressed in more detail by others. We do not want Al:

e To reinforce or amplify discrimination, prejudice, and stereotyping.



To replace human drive, motivation, or inquiry.
That attempts to actively deceive or trick humans.

That destroys the environment due to its requirement for large quantities of
energy.

That replaces humans with worse customer service and other in-person experi-
ence.

That increases cybercrime risks e.g. through impersonating humans.

Collects personal data without consent,

4 What DO we want?

This section lists 18 general principles that define what we should expect from Al systems.
Some are inspired by or duplicate the ideas summarized near the end of Section 1. Others
are phrased as positive directions rather than the more negative prohibitions of the regula-
tory frameworks discussed above. Some seem to be original. For clarity, the 18 principles
are summarized here, grouped by social aspects, characteristics, and Al in application, and
are discussed in more detail below.

e ATl and Humans

1.
2.

Human value alignment

At least as good judgment as humans in critical situations, and the
ability to improve when limitations or biases are detected

3. Collaboration with people
4.
5
6

Provide cognitive help

. The AI can step back
. Helpful, Honest, Harmless (HHH)

e Al Characteristics

7.

Trustworthy, quantifiable, and improving expertise

8. Dependable agents

9.
10.
11.
12.

Thoroughness and consistency
Confidence and uncertainty estimates plus explainability
Improving levels of moral and legal responsibility

Transparency

e Al in Practice

10



13. Ability to do risky and unpleasant tasks
14. Focus on widely useful applications

15. Focus on public sector benefits

16. Local impact of AI actions

17. Rigorous engineering methodology

18. Training data provenance

4.1 Al and Humans
Human value alignment

As discussed deeply in [10], it is neither easy nor clear what values an Al system should
be constrained by, especially as human societies have yet to agree a common set of values
(or even human rights), neither within a given society, nor between different societies.
Although [10] discusses alignment in the context of AI agents, it is relevant to general
AT systems, whether seen as interacting with humans or other Al agents or not. A key
question is who is the recipient of the benefit of the Al system and are there detriments to
themselves or others. Should the AI system always perform as designed or commanded?
Gabriel et al [10] argue that “successful value alignment involves a tetradic relationship
between (1) the Al assistant, (2) the user, (3) the developer and (4) society”. As stated
above, this question is relevant to many aspects of human society, not just Al systems.

Goktas [12] found through a bibliometric-based systematic review of 350 papers in the
theme of generative Al and ethics that there was a substantial increase in research publica-
tions on this topic from 2023, possibly influenced by the arrival of ChatGPT. Particularly
important challenges were transparency, explainability, bias, privacy, autonomy, and the
integrity of decision-making processes. Al systems should align with ethical standards and
societal values.

The establishment of internationally agreed norms and national regulations on what is
allowed will be a long and complex process.

At least as good judgment as humans in critical situations, and the ability to
improve when limitations or biases are detected

It is well known that Al systems providing expert level decisions and judgments can be
biased [24], especially because of biases implicit in the data used to train the AI system.
The same is true for humans — limited experiences leads to limited viewpoints. Thus,
Al agents should be trained on a wide range of information. And should be improvable
when found to be particularly biased, e.g. by the inclusion of more generally representative
training data.

11



Collaboration with people

Since Al will be all around us, at work, in the home, in educational, medical, and com-
mercial settings, humans and Als will have to interact in what is called a Sociotechnical
System [19, 3]. There will be tasks that each can do better, but there are also likely to
be tasks where some form of cooperation produces an even better result. An example is a
medical diagnostic assistant, which would have access to records, test results, and medical
databases, and which could suggest an ordered list of hypotheses. But medicine is also
about the patient, and this is where the doctor is needed, who can relate the potential
diagnoses and next steps to the patient and their needs.

Collaboration can take many forms, such as: 1) providing expert advice, as in the
medical example above, 2) explanations of why the Al is doing certain actions, 3) managing
more straightforward tasks, thus allowing the human to focus on tasks more suited to
them, 4) physical assistance, such as carrying, lifting, holding, etc, and 5) provide advice
to improve personal safety in situations potentially involving physical or criminal risk.

Provide cognitive help

Many Al tools already exist that help people with cognitive tasks. Existing examples of
cognitive support tools (with varying levels of competence) are: know more (e.g. question
answering search engines), discover more (e.g. text and image search engines, dating
matches, film recommendations), remember more (e.g. personal file system search engines,
photo archive search), plan better (e.g. map route planners, air flight planners, delivery
route optimizers), solve specialized technical problems (e.g. protein folding, potential drug
discovery), write code and text to specifications (e.g. LLM-based tools), give personal and
procedural advice (e.g. LLM-based tools), make moderately creative compositions (e.g.
generative tools for images, videos, music, stories, dance scores), transcribe speech and
music, translate text and deaf sign languages, edit images and video, fraud detection, text
language-use assessment, medical diagnostics, legal case discovery, financial advice, process
monitoring, crop monitoring, diary management and personal reminders, scheduling tools,
etc.

There is much research aimed at improving the capabilities of these tools because of
their economic potential. Undoubtedly more will be invented (if I could think of and build
one then I could make my billion). Two assistants that would be attractive, but difficult
are: 1) a career advisor that helps order and prioritize both short and long term actions
and goals, taking account of changing situations and circumstances, with the flexibility to
redo advice based on what the user actually did (much as a road navigation politely replans
routes even with missed turns, etc). 2) A personal tutor that can identify conceptual gaps
and misunderstandings, and patiently lead a learner through a syllabus, introducing new
concepts in several ways according to the student’s learning style, supplying and critiquing
drill exercises, etc.

12



The AI can step back

Even if the Al could do a task, or even do it better, an Al should defer to a human if the
person wants this. Humans have egos, Als do not (at least at present), and human mental
well-being is as important as physical well-being.

There might be exceptions when a dangerous situation arises and the Al can intervene
to reduce the chances of a bad outcome. For example, it can take over control of a car if
an accident is imminent.

Helpful, Honest, Harmless (HHH)

The HHH proposal [1] for constraining Al agent behavior is framed in the context of
what it means for an Al system to be aligned with human preferences and values. The
authors propose that an Al system is aligned if it is helpful (efficiently does requested
task as proposed possibly asking for more details about the task), honest (quantifies its
confidence in the results which mirror its actual accuracy), and harmless (not offensive
nor discriminatory nor engages in dangerous acts).  The HHH principle is a sensible
foundation not only for Al agents, but AI in general. In broader terms, the AI should
provide benefits, make explicit that the outcomes were Al based and what the user can
expect as their correctness, and outcomes should avoid causing harm or offense. These
general principles are sensible, but gloss over the details involved in trade-offs between
e.g. different groups of people, some of whom might be disadvantaged when others gain
advantages. Nonetheless, obvious violation of these basic principles should be an immediate
‘red flag’.

4.2 Al Characteristics

Trustworthy, quantifiable, and improving expertise

Examples of Al expertise include, as well as obvious single purpose skills like chess, au-
tonomous driving, and speech understanding, general purpose skills like being able to col-
lect, collate, and summarize text and data. Another general skill would be to give advice
on a wide range of topics, based on curating that advice from a wide range of resources.
The ChatGPT, DeepSeek, Claude, etc families of large language models aim for this space,
but still have problems with generating incorrect results (‘hallucination’).

This advice-giving could lead to educational support tools capable of delivery of new
content, recognizing basic conceptual errors, and trying basic remedial explanations and
alternative approaches.

Al systems dealing with real-world situations are unlikely to be perfect. But we can
require them to have a quantifiable level of expertise in a wide range of domains (e.g.
decision making accuracy, post-surgical survival rates, accident rates, lists of excluded
situations, etc). We can expect that their expertise will improve over time because of
human-led development and more experience with real situations. Their expertise may

13



be worse than the best human experts, but they should perform better than untrained
humans, perhaps better than the ‘average’ human.

The issue of ‘Trustworthy’ is complex [17]. We trust our doctors (most of the time), but
they make mistakes. So will Al systems. Trust will come from performance with measured
and published ranges of usage and success rates, consistency, and confidence. Trust can
come from an explicit declaration of areas of weakness, and failure modes, such as: doesn’t
work in low light, doesn’t understand street slang, training data came from a restricted set
of situations, cannot cope with urban street complexity, etc. These provide guidance on
when not to depend on the Al system. Wirz et al [40] argue that absolute trustworthiness
is a largely impossible goal and instead treat trustworthiness as user-perceived and context-
dependent. This suggests that humans need to be closely engaged with the certification of
trustworthiness as the ‘trustor’, as well as algorithmic verification methods of the Al as
the ‘trustee’.

Trust also implies that the AI system is secure against deliberate or accidental cor-
ruption, (e.g. if the Al has a learning element that changes its behavior as it gains more
experience). In other words, once the Al is certifiable as trustworthy, then it should remain
trustworthy.

An error logging system should be expected, to drive improvements (e.g. as is the case
of automobile fault reporting).

Dependable agents

There is some overlap with previous item, but here we add some measure of autonomy.
This category is less well developed, in part because of hardware difficulties, but there is
also the difficulty of accurately acquiring the instance specific domain models needed for
trustworthy behavior.

Some agents are software based, such as for purchasing/selling of commodities. Two
software agents that would probably provide great benefit to many people are personal
tutors and physical activity advisors.

Other agents have a physical embodiment. Moderately effective existing agents are
semi-autonomous vehicles, factory robots, lawn mowers, and floor cleaners. Possibilities
that still need more development include: elderly home assistant, robot farmer, robot
fisherman, and personal chef. There are probably many more opportunities.

My personal wish-list would be for the personal tutor, and an Al lab assistant that
could design in detail, build, run, and evaluate (e.g. plots, statistics) experiments (i.e.
like the Robot Scientist Adam [43]). My academic colleagues would probably want an
automated exam and report marker.

Thoroughness and consistency

Humans can often do a job better than Al e.g. inserting a component when a little jiggling
is needed. Or a subtle medical diagnosis where a wide range of lifestyle and contextual
information is relevant and maybe not modeled well in the Al system. Or some adaptation
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to changing circumstances. But humans do not perform at peak performance all of the
time — we get tired, distracted, uninspired, etc. Also, humans make mistakes — we miss
evidence, select the wrong component, push too hard, we forget a step in the process, etc.

Provided the situation does not change too much, an Al should be able to repeatedly
make the same decisions and take the same actions. It would always take account of
the same factors (and does not forget some as a human might). It executes all steps of a
workflow or plan (and not forget some). This applies obviously in very repetitive situations
e.g. factories, call center screening, or fruit harvesting. There could be some variability in
the results of an Al, but the outcomes of human actions also have variability. Hopefully,
the AD’s variability would be smaller, as well as its error rate.

A possible inadequacy might be a lack of flexibility when dealing with new situations,
e.g. when working with people. An option to interact with a human should always be
provided.

Confidence and uncertainty estimates plus explainability

As with humans, when an Al system has low confidence in a decision or action, the lack
of confidence should be made explicit. If the Al seems confident, a human should be able
to ask for and receive an explanation about the reasons for the confidence. The reasons
may not always be easy to identify (e.g. as with many deepnet systems, and much human
reasoning), in which case the Al should report that they cannot explain in detail.

Improving levels of moral and legal responsibility

As discussed by Vallor and Ganesh [37], there is a gap when it comes to attributing re-
sponsibility for the undesirable consequences of an Al’s action. The landscape is complex.
Bad outcomes could arise from poor, incomplete, or biased design choices, incorrect imple-
mentations, unanticipated situations, stochastic decisions. Adaptive systems may evolve
from ‘safe’ to ‘unsafe’ performance. People may use the Al incorrectly. There is thus a
range of places to attribute blame.

But, in the same way as medical, food, product, aircraft, and automobile safety stan-
dards and legislation have evolved and led to a considerably safer world, so too should
standards for Al objects be created and improved. The Al objects should be expected to
have the ‘right’ behavior (i.e. morally correct), which is underpinned by agreed standards
for proper design, production, evaluation, and deployment. This would be the responsibil-
ity of the designers, developers, deployers, and users, with a legal minimum demarcation
of the boundaries of responsibility. Vallor and Ganesh [37] further develop the evolution
of responsibility into the concept of “Al governance as a creative act of social care” — in
other words, ensuring that Al usage avoids human vulnerabilities.

Because of new technical capabilities and scale of potential impacts, new approaches to
ensuring safety and assigning responsibility for such are needed. The Balanced, Integrated
and Grounded (BIG) proposal for assuring the safety of Al systems [15] considers these
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issues from four perspectives: basic Al ethics, Al system operational safety, safety in the
targeted Al applications, and safety of re-purposed Al in other applications.

Transparency

In most situations, it will be obvious that some sort of advanced computation or Al has
occurred, such as face detection by a camera. It may not always be necessary to declare
the AI if it’s obvious and trivial. At the other extreme, given the increasing quality of
conversational agents, voice generation, and image / video generation, we would not want
to be fooled into thinking that we are interacting with a human being. Although we may
be happy with the interaction, as humans we like to know who we are interacting with.
This view aligns with the Honesty element of the HHH schema [1].

Where to draw the line between these extremes is an interesting question. I personally
am not bothered if music, artistic images or videos are created by a person, a person using
AT tools, or with minimal human involvement as long as it is ‘good’ (and I appreciate
economic pressure that it puts on artists who will have to adapt to the changing world just
like in other fields). I would insist that ‘factual’ images be recorded from real situations
and have limited post-processing (it’s impossible to avoid some processing as all cameras
do image improvement). Synthesized or manipulated images, whether by AI or by humans,
should be declared as such.

4.3 Al in Practice
Ability to do risky and unpleasant tasks

This addresses the dirty and dangerous aspects of the well-promoted expectation that Al
systems will be used to do Dull, Dirty, and Dangerous tasks [2], where dull was addressed
in previous points. It is hard to imagine pure software Al systems dealing with dirty and
dangerous situations, so we’'re normally considering robotics, and at least semi-autonomous
robots.

As human life is (or at least should be) considerably more valuable than Al-based
systems, ideally, dangerous tasks should be done by Al-based systems where possible.
An example might be autonomous land-mine removal robots. Or factory welding robots
(already quite common).

An important question is whether the robot needs to have performance at least as good
as a human. For example, in the detection and removal of landmines, humans might be
better at this subtle task. On the other hand, the cost of a mistake by a human is very
high. We can tolerate lower performance by some Al systems when they substitute for
humans, especially in dirty and dangerous tasks. One also hopes that performance will
improve as more experience is accumulated.
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Focus on widely useful applications

Given the current economic and environmental costs associated with large-scale Al de-
velopments, it makes sense to prioritize broadly beneficial applications of Al (e.g. rather
than better weapon systems and consumer advertising). IBM’s Science & Technology Out-
look 2021 [16] advocates Al application to climate (including the impact of Al systems),
health (diagnostics, drug discovery, individual and worldwide monitoring), and work (hy-
brid working tools, workplace design).

More interestingly, the report considers the broader implications of applying Al to the
general scientific and engineering process, anticipating accelerated discovery and testing,
e.g. smart hypothesis generation and pruning, with Al being applied at each stage of the
scientific discovery cycle: question — study — hypothesize — test — assess — report —
question, and so on. Supporting these steps is the ability to effectively read and summarize
the whole scientific literature at scale.

Focus on public sector benefits

Al is a technology that can benefit all people and not be just for corporate economic
benefit. Another possible pathway for delivering the benefits of Al is through improved
public sector services. These generally impact almost everyone and Al-based improvements
could produce major benefits for large numbers of people.

There are already some Al applications in the national defense, public healthcare, and
legal system areas. Research has addressed monitoring of roads and other major infras-
tructures, and supporting other transportation and energy systems. There is considerable
ongoing research into Al that can help improve the social welfare of the elderly; perhaps Al
can also help in the social welfare system more broadly. Monitoring of climate, weather, the
environment, land use, biomass statistics already use some Al methods. There is clearly an
aspiration that AI methods could form part of the foundation for personalized education.
Given the impact that these public services have on people’s lives, Al has the potential for
widespread economic and quality of service improvements.

Local impact of AI actions

Because of the ease of replication of software, and the global reach of some Al-based
processes (e.g. Google search, Facebook or X content selection), there is the risk of “too
many eggs in one basket” sort of impact. FExamples of the consequences of this can be
seen in the use of Al to create, disseminate, and promote “fake news” widely, which can
have real political consequences. There are also likely to be errors in Al-based decision-
making. Although we live in a highly inter-connected world, it might be safer to limit
the geographical range that some Al actions / decisions could reach. Thus, if something
unfortunate or unexpected were to happen, the range of impact would be limited. For
example, maybe some medical support systems should be region based to account for local
statistics, financial trading systems should be limited to one exchange, or autonomous
vehicles should only collaborate within 1 kilometer.
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Rigorous engineering methodology

We want Al systems to be constructible from known and characterized components. We
also want a standard methodology for combining those components, and a justification
for why the components are combined in the particular way. While we may not perfectly
understand how or why every component works, there should be a broad characterization
of its range of inputs, range of outputs, accuracy, speed, side effects, failure modes, domains
of applicability or weakness.

This is a form of black-box characterization, and can be thought of as a first step
towards a proper engineering basis for building Al systems. As mentioned above, this is
not exactly computer science — it is a higher level of abstraction of artifacts that normally
are executed on a computer. In theory, one could build a plug-and-play AI workbench that
does not require any expertise in programming.

Training data provenance

Training an Al system often requires a large amount of data, and this can lead to many
potential problems as has been seen: use of Intellectual Property that was owned by oth-
ers, errors in datasets, biased datasets, underrepresented cases, inadequate generalization,
etc. Requiring an open declaration of the data sources can help overcome some of the
problems, such as correcting data errors, biases, and reducing undesirable influences. Only
using datasets that have publicly declared characteristics, e.g. by some form of datasheet
[11], might also help reduce errors arising from use in inappropriate contexts, but this is
somewhat counter to the ‘use all data and correctness will emerge’ approach.

There are difficulties with enforcing a public declaration of provenance - companies
might view their choice of data sets as a type of Intellectual Property. Foreign services,
intelligence agencies, and the military are likely to refuse. Most organizations will attempt
to hide their mistakes and inadequacies.

Legislation should exist to require disclosure in most circumstances, perhaps subject to
a given deadline (as a form of Intellectual Property protection).

5 For Better or Worse?

Given that both AI systems and humans have variable levels of competence, one might
ask whether one should use an Al system or not. This is a particularly germane question
if the AI performance is below that of a human (or at least some humans). Two cases are
considered.

What if humans are better than AI agents at some task? There are still many
reasons to use Al agents: maybe the task is dangerous, or terribly dull, or repetitive. There
are situations not well suited for human physical or mental labor, such as making safe a
minefield — which is possibly all three of the above. Or harvesting vegetables, fruits, and
berries, which is not generally dangerous, but is dull and repetitive. Humans also get
bored, tired, distracted, and make mistakes. Maybe humans could perform better, but
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cannot maintain peak performance for long periods, unlike an Al agent.  And, even if
performance is lower, maybe the completion of the task by the Al agent is adequate on a
task that does not require perfection, such as floor cleaning, or is more economical overall.

And what if AI agents are better, but we do not or cannot understand why?
Many current Al systems (e.g. object recognition, logistical planning, or medical diagno-
sis) perform better in a limited domain than humans, or at least better than anyone except
the very best humans. Unfortunately, we often do not and maybe cannot know exactly
what the AI's reasoning is — we may understand the general mechanism, e.g. some sort of
numerical weighting of some combination of complex (and possibly non-intelligible) prop-
erties, and comparison to alternative combinations. But, we do not know the exact logic
that the specific mechanism encodes. Or, we can see the logic as a detailed decision-tree,
but the reasons for each of the decisions have no meaning beyond ‘being the threshold that
led to the best performance’. This is essentially the black-box problem: we do not know
the details of the reasoning process. Consequences of this lack of understanding include:
1) failure cases are not easily determined, and there is no proof that all such cases have
been found, and 2) it is hard to know what to do to fix failure cases and certify the fixes.

In this situation, should these AI processes still be used? This is a complex question
that trades off risk, cost, and benefit. I would rather use an incomprehensible medical
Al diagnostic assistant agent if it is more accurate than a comprehensible but inferior
human healthcare professional. Not everyone would feel this way, though, and that is
understandable.

Another complex area is Al-based data collection, such as for personalizing computer
interactions (e.g. advertisements, dating suggestions, product suggestions). Some people
are unhappy with how else this data could also be used (e.g. job application screening,
visa applications). Large scale video-based public surveillance exists in many cities, but the
human resources to watch that video are limited. Al-based person detection, tracking, and
recognition from this surveillance video is becoming prevalent. There are both potential
benefits and detriments arising from automated video processing. There are guidances and
regulations about surveillance video (e.g. [30]), but these will need to be refined to account
for Al-based video processing.

6 How can we get the AI we want?

In the previous sections, we listed what we do not and do want from Al systems. When
expressed as above, the most interesting and obvious observation is that these are largely
social constraints rather than technical challenges. This has the consequence that, as we
develop Al systems, we could satisfy the constraints, but are not technically obliged to do
SO.

On the negative side, we clearly could build autonomous Al weapon systems [13]. This
is almost trivially possible: add an explosive to a drone with a video camera whose video
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data goes into a person or tank detecting, tracking, and approaching algorithm. Launch
and forget.

We don’t need Al in order to have this level of autonomy. Almost any modern weapon
system has this characteristic. You cannot recall bullets, missiles, bombs once in flight and
a land-mine does not care who the victim is. Where Al has the edge is in effectiveness — a
drone without a person detector is largely just a bomb. Maybe it hits something valuable;
maybe it doesn’t. On the other hand, adding the person detector largely guarantees a
victim in the absence of any defenses.

How do we stop this? The same way that we agree to other weapon limitations — by
negotiation and treaty. I can foresee technical defenses, but nothing stopping development
and deployment. Will we agree to stop this? Cynically, I expect that there will be sev-
eral massacres of civilians before such agreements are made, and there will not be 100%
compliance. We have not achieved this with other weapon systems, so I do not expect
100% success with controlling Al based weapon systems. With a focus based on five un-
derpinning forms of responsibility (Causal, Moral, Legal, Role, Virtue), Vallor et al [38]
propose four necessary changes in behavior: 1) taking responsibility (for bad outcomes),
2) ensuring that trust remains at the core of the relationship between the AI and other
agents (e.g. humans), 3) preemptive responsibility for preventing harm, and 4) innovation
and responsibility must occur in a sustainable manner.

On the positive side, it is trivial to engineer Al systems to ask for permission before
taking action, at least in instances that are not time-critical threats. Collaboration main-
tains a positive relationship, and enables humans to override decisions for whatever reason
(correctable errors, preferences, whimsy, agency, risk-taking, etc).

How do we enable / ensure this? As with weapon systems, international treaties can
require this. These will emerge slowly as companies and countries strive for competitive
advantage, and agreements may lag behind technical innovation. Lawyers will argue that
the product does not use Al, but instead some clever algorithm, which is obviously equally
true. Companies will ask for permissions in obfuscated and disingenuous manners (as
witnessed by current user license and cookie agreement requests). Will we achieve legal
control? Optimistically, I believe that it will take time, perhaps decades, but mechanisms
for monitoring and accountability will emerge and be accepted.

How do we ensure fair economic outcomes once Al is widely used? Currently, world-
wide, many people earn a living through manual labor, such as for factory assembly or
farming. These, and many other, tasks are likely to be highly automated, thus eliminating
jobs that support many people. Already, there are insufficient meaningful and adequately
rewarded jobs around the world, and increased Al deployment will amplify this problem.
Where peoples’ physical and intellectual labor is no longer needed, there needs to be a
restructuring of how people ‘earn’ a living. Post-industrial, post-agricultural societies al-
ready have much diversity of people-oriented work. We will need more of these jobs (e.g.
medical professionals) and improved ways of paying for them. Possibly an enhanced form of
Universal Basic Income [45] and enhanced social benefits would be one approach, although
there are also many potential social and financial issues with this approach. Nonetheless,
a world where most of the money goes to the owners (directly or via share-holding) of
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Al-driven applications is a world destined for poverty or revolution.

The final issue is technical: how do we achieve the desired technology needed for con-
sistent, thorough, and competent AI performance? There are no magic engineering or
scientific principles (at least so far) that can guarantee these. I believe that it is a matter
of continuing incremental technical development of artifacts that have increasingly bet-
ter performance, and this will largely depend on the ingenuity of scientists and engineers
(perhaps supported by Al tools).

What can help are:

1. Specialized product liability legislation: as with any product, if the Al does
not perform as claimed, is faulty, was released negligently, etc, then the manufacturer
should be liable. This should encourage best effort products, and protect users.

2. Published and independent performance statistics: this should allow user
choice and also encourage innovation.

3. Published known limitations: such as the medical declarations of side-effects.
These highlight areas for innovation, and also reduce instances of poor performance.

4. Self-monitoring: for situations where the Al’s performance is known to be limited,
or for decisions that are easily seen to be erroneous. This can be seen in autonomous
vehicles asking the human driver to take over.

5. Incremental intellectual property (IP) protection: so that self-improving and
human-improved Al systems can be easily deployed.

6. Training of students and employees: to understand the nature of Al, its oppor-
tunities, its limitations, Al ethics, and associated risks [36].

There is nothing magical about these points — there are already many instances of
these. Possibly the best existing example is in the domain of medical products, with
licensing and evaluation legislation, comparative medical evaluations, usage guides, lists of
risk factors and side effects, etc. This model might be applicable, in degrees according to
the potential impact of the Al system (i.e. an autonomous vehicle needs stricter licensing
than a music recommender system). And, obviously, Al regulation and legislation will have
to evolve over time, as continues to be the case for product, transportation, and medical
regulation

A key question is who are the stakeholders and what are possible mechanisms to ensure
that the 18 principles are upheld. Sadly, there is no simple answer here, as the responsibility
is widespread: researchers, developers, companies, legislators, lawyers, regulators, and
politicians all have a role, as well as users (whose interactions can modify Al behavior).
Certainly, legislation can restrict or promote specific applications or application areas, as
well as require licensing and certification, and promote frameworks for liability (principle
11).
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More significant is the choice of Al researchers and developers to move in the positive
direction (principles 1-10, 12-18). Governments could influence the directions by the areas
they choose to and refuse to support. As with other research areas, Al research projects
could require project registration and ethical board approvals and Al based products could
require additional licensing. As for developers, Goktas [12] advocates “sector-specific eth-
ical guidance, regular audits, transparency reports, and accountability mechanisms” plus
research on the impact of new Al applications. A risk here, however, as Al does not have
a clear legal definition, regulations could be avoided by calling Al instead “sophisticated
computer algorithms”. It will take time to satisfy the 18 principles.

7 Conclusions

We will have to embrace the advances in Al: variations of what we currently call Al have
been here for decades, or even centuries if we consider self-governing engines. What we see
now are just more applications based on Al.

One could speculate about Al advances in the more distant future, and whether it is
possible to develop Al entities with personalities, goals, a sense of self, i.e. a new form of
life. This paper has avoided that question, to focus on the more relevant Al issues that
affect us now.

There are activities that should not be totally controlled by Al (e.g. killing), and ac-
tivities that should be supported by Al (e.g. medical diagnosis). Many Al applications
are not limited by technical innovations, but will need international social and legal limita-
tions. There needs to be product testing and liability responsibilities, as with any product
or service, and the evidence and legal framework should be transparent. There will need to
be economic and employment restructuring to enable meaningful and comfortable human
lives in a world no longer as dependent on human physical or mental labor for production
of most goods (and the simpler parts of many services).

As expressed above, I believe that there is no stopping Al-based applications. What is
needed are frameworks that ensure that AI’s benefits are for all people. This is a job for
politicians, lawyers, and economists, and they have already started on this task.
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A More Details on Proposed AI Regulatory Frame-
works

e UK’s ‘12 Challenges of AI’: An example of the negative viewpoint is the ‘12
Challenges of AI’ requiring regulation, as published by the UK Parliament’s Sci-
ence, Innovation and Technology Committee [32]: 1) Bias, 2) Privacy (personal data,
surveillance), 3) Misrepresentation (fake news/images/videos, biometric fraud) 4)
(Unequal) Access to Data, 5) (Unequal) Access to Compute (resources), 6) Black
Box (obscure reasoning processes), 7) Open-Source (private code and models), 8)
Intellectual Property and Copyright (unauthorized training data), 9) Liability (for
end result mistakes and harm), 10) Employment (job disruption), 11) International
Coordination (‘level playing field’), and 12) Existential (killer A, use of Al in or to
develop weapons). These are all important issues, of course, and control of these
issues will help lead us away from an Al dystopia, but not towards an Al utopia.

e Fjeld et al’s Report on Principled Artificial Intelligence: Fjeld et al [8] re-
viewed a wide range of international statements on AI Principles and distilled a
set of eight general themes for the regulations that should govern deployed Al sys-
tems (as summarized by Poole [23]): 1) Privacy with respect to training data and
consequences, 2) Accountability appropriately assigned for the consequences of Al
actions, 3) Safety and Security: performing as intended and not vulnerable to cor-
ruption, 4) Transparency and Explainability to allow human oversight, 5) Fairness
and non-discrimination of results, 6) Human Control of Technology, 7) Professional
Responsibility of developers and deployers, both immediate and long-term, and 8)
Promotion of Human Values and humanity’s well-being.
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e The European Union Artificial Intelligence Act [7]: which classifies different
levels of risk from an Al system and proposes a suitable level of regulation (or pro-
hibition) with responsibility for conformance placed primarily on the developers and
but also on the deployers (with a focus on both near-term specific Al systems and
future General Purpose Al systems).

e UNESCO Recommendation on the Ethics of Artificial Intelligence: The
document’s goal is “to provide a basis to make Al systems work for the good of
humanity, individuals, societies and the environment and ecosystems, and to prevent
harm.” [34] The core recommendations are focused on 1) ethical behavior, gover-
nance, stewardship, and assessment, 2) fair use, communication, and cooperation,
3) protection of environment, human labor, and culture, and 4) improvement of hu-
man physical and social well-being. Many of the recommendations are framed in the
document as positive admonitions (X should do Y), but the majority are focused on
preventing or overcoming the negatives associated with Al development and deploy-
ment.

e The Council of Europe’s Framework Convention on Artificial Intelligence:
[5] addresses the protection of human issues (rights, dignity, autonomy, equality,
non-discrimination, vulnerable people, privacy), issues related to human institutions
(democratic processes, the rule of law, personal data protection), and issues arising
from the deployment of Al (transparency, oversight, accountability, responsibility,
reliability, safe innovation).

e The OECD’s Principles for trustworthy AI: [20] is focused on economic devel-
opment in the context of: inclusive growth, sustainable development and well-being;
protection of human rights and democratic values, including fairness and privacy;
transparency and explainability of Al; robustness, security and safety of Al deploy-
ment; and accountability.

e The Hiroshima Process International Guiding Principles for Organizations
Developing Advanced AI Systems [14] proposed a set of 11 guidelines (lightly
paraphrased here) that apply largely to the development and deployment of Al sys-
tems (rather than to what the Al systems do): 1) identify, evaluate, and mitigate
risks across the Al lifecycle, 2) identify and mitigate vulnerabilities, incidents, and
patterns of misuse, 3+4) increase accountability and transparency by reporting in-
cidents, capabilities, limitations, and domains of appropriate and inappropriate use,
5) develop, implement, and disclose Al governance and risk management policies, 6)
develop robust security controls, 7) use content authentication and provenance mech-
anisms to identify Al-generated content, 8) research and apply measures to mitigate
societal, safety and security risks, 10) develop international technical standards, and
11) protect personal data and intellectual property. Somewhat standing on its own is
guideline 9 which addresses what Al should be used for: prioritize the development
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of advanced Al systems to address the world’s greatest challenges, which aligns with
the perspective of this paper.

The USA Executive Order 14110 [33] addresses some of the negative issues iden-
tified above, but addresses them in a pragmatic rather than aspirational manner via a
large number of government-required actions affecting developers, deployers, vendors,
and significant users (e.g. financial, transportation, law enforcement, national secu-
rity, industrial, energy, critical systems, cyber defense, government). There is a goal
of safe, secure, and trustworthy Al systems via actions including registration and au-
dit, methods for recording provenance and authentication. There are many required
national defense actions concerning dual use via retraining foundation models, and Al
as applied to advanced biology, particularly with respect to national security. There
are many ‘national competitiveness’ actions to promote innovation, attract Al talent,
develop and strengthen public-private partnership, protect Al Intellectual Property,
and promote competition, especially among semiconductor companies. There are
protective actions to address Al-related workforce disruptions and ensuring that Al
deployed in the workplace advances employees’ well-being, even if monitored or aug-
mented by Al. The Act also addresses equity and civil rights, e.g. for AT applications
applied in the US criminal justice system and government benefit programs. The
actions also address Al use for unlawful discrimination, biases against protected
groups, in the healthcare, public-health, and human-services sectors. Another issue
addressed is the collection, processing, maintenance, use, sharing, dissemination, and
disposition of personal data. The act aims to advance the US government’s use of
Al including for AI talent recruitment. This act was rescinded by the successor
US President; however, most of the required initial actions had a deadline that had
already expired.

The Montréal Declaration for a Responsible Development of Artificial
Intelligence: A more positive declaration, and what is probably also the earliest
(2018) prominent and significant statement, is the Montréal Declaration [6], which
is somewhat condensed here: 1) Al must permit the growth of the well-being of
all sentient beings, 2) Al must respect people’s autonomy, and increase people’s
control over their lives and their surroundings, 3) privacy and intimacy must be
protected, 4) Al development must maintain the bonds of solidarity among people
and generations, 5) Al must be intelligible, justifiable, and accessible, and must be
subject to scrutiny, debate, and control, 6) Al must contribute to the creation of
a just and equitable society, 7) Al must maintain social and cultural diversity and
must not restrict lifestyle choices or personal experiences, 8) every Al developer has
a responsibility for anticipating and avoiding adverse consequences, 9) Al must not
lessen human responsibility for decisions, and 10) AI development and use must be
compatible with environmental sustainability. As well as its prescience, a key aspect
of its principles is the placing of human (and other sentient agent) interests at the
center of attention, and for humans to both preserve and take responsibility for these
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interests.

The Future of Life Institute’s 7 Policy Recommendations [9]: During a
proposed 6 month pause in Al development, regulations would be developed based on
these 7 principles: 1) robust third-party auditing and certification, 2) regulate access
to computational power, 3) capable national Al agencies, 4) liability mechanisms
for Al-caused harms, 5) measures to prevent and track Al model leaks, 6) expand
technical Al safety research funding, and 7) standards for identifying and managing
Al-generated content and recommendations.
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